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ABSTRACT 

General Background and Our Motivation 

Digitalization has engulfed every corner and domain of the globe, and currencies are no 

exception. As computer science enthusiasts, we were, are, and will always be enthralled by the 

prospects of digitalized currency. Cryptocurrencies are globally considered the future of 

financial transactions because of the leverage they offer in the form of decentralized and 

independent transactions. But in August 2017, the government of Nepal declared a ban on 

cryptocurrencies. It was shocking news for us and we wanted to understand why such a harsh 

decision was taken. 

Before starting to work on this research, we searched comprehensively on the internet to see 

whether there were any research papers were associated with this subject matter. But, we 

couldn’t find any. Therefore, we decided to work on this paper. With this research, we aspire 

to elucidate the rationale behind the ban of cryptocurrencies by the Nepal Rastra Bank (NRB), 

the central bank of Nepal. We would attest to our devotion to this research by stating that we 
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allocated 1 hour every day in the last 4 weeks to make this paper as accurate and efficient as 

possible. 

Our Data Collection Approach 

The information used in this research assessment is entirely secondary and was derived from 

various online articles and journals. We have taken into account those facts, carefully examined 

them, and tried to link several elements that are either directly or indirectly responsible for the 

ban of cryptocurrency in our country. 

 

INTRODUCTION 

Monetary transactions have come a long way, starting from the barter system to paper money 

to today's digital currencies. Paper money, which was widely recognized and used a couple of 

years ago, is now only used in 2% of transactions as digital currencies are taking over the 

international market. The most popular digital currency nowadays is cryptocurrency, thanks to 

its flexibility and advanced security. A cryptocurrency is a unit of currency represented by an 

encrypted data string. The transactions take place on a computer network that is not under the 

control of a bank or a government. Cryptocurrencies are becoming increasingly popular 

because they offer a platform where tax can be avoided. 

A peer-to-peer network called a blockchain is used to monitor cryptocurrency. This peer-to-

peer network allows for connections between individuals without the intervention of a third 

party like a bank or government. The blockchain assures the legitimacy of each crypto-coin. 

Each block consists of transaction information, a timestamp, and a cryptographic hash of the 

previous block. The cryptographic hash function offers the advanced security that we 

previously mentioned. It accepts an arbitrary quantity of data as input and gives a fixed-size 

encrypted text called “hash value” as output. The encrypted text can then be stored in place of 

the password and used later to confirm the user's identity. It is a one-way function that resists 

collisions and is unpredictable. Since hackers must first decipher the hash values to exploit 

them, the currency is safer. 

There are two ways to earn cryptocurrency. One way is to purchase it from the broker.  Another 

option is mining. When a new crypto transaction is conducted, it is sent to the miners (Crypto 
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users) for verification in the crypto mining process. A mathematical proof of work is required 

for verification and it involves billions of calculations per second. The transaction is verified 

and added to the blockchain once the complex mathematical task is solved, and the miner who 

solved it first is rewarded with a new cryptocurrency. The mining process is expensive because 

it needs strong computers, a high-tech power supply, and a sophisticated cooling system. 

Bitcoin miners are actual people who own cutting-edge computing hardware.  While gold and 

silver miners use shovels and bulldozers for mining, bitcoin miners use powerful computers, 

hence the name metaphorically. Mining is the fundamental block of existence and relevance 

for cryptocurrencies. Since cryptocurrencies are essentially digital records, there is a possibility 

of copying, counterfeiting, or double spending the same coin. This issue is resolved via mining, 

as it makes this process very costly and resource-intensive. 

Different cryptocurrencies are available in the market. But, the most popular one is Bitcoin. 

One important thing to understand is that the supply of cryptocurrencies is restricted by either 

setting a definite limit on how many can exist or through minting and burning.  For instance, 

there cannot be more than 21 million bitcoins. A limit is imposed for bitcoins to prevent 

dramatic price fluctuations, just like regular paper currency, which the government cannot 

arbitrarily print more of. But cryptocurrencies such as Ethereum are minted and burnt so that 

value and inflation can be controlled. Minting refers to the creation of new coins through the 

verification of transactions. Burning cryptocurrency refers to sending the coin to a location in 

the blockchain from where it cannot be regained. A specific quantity of Ethereum is taken as a 

base fee with each transaction and burned. Burning is done to a significant extent time and 

again.  

 

HISTORICAL BACKGROUND 

American cryptographer David Chaum introduced Digicash, an anonymous cryptographic 

electronic currency, in 1995. It was an early example of a cryptographic electronic payment 

that required user software to withdraw from a bank and certain encryption keys to transfer 

it to a receiver.  BitGold was later created by Nick Szabo and is considered a precursor of 

bitcoin. Users had to employ computer resources to resolve cryptographic puzzles; those who 
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succeeded were rewarded. Something that resembles Bitcoin might have been created by 

combining the ideas of Chaum and Szabo. 

On October 31, 2008, an unidentified author going by the name of Satoshi Nakamoto published 

a paper, titled "Bitcoin-A Peer to Peer Electronic Cash System," outlining how the Bitcoin 

blockchain network functions. And, on January 3, 2009, he mined the very first block of the 

Bitcoin network. Then, the first real-world use of cryptocurrency was seen in 2009 with bitcoin. 

 

MATHEMATICAL MODELLING OF BLOCKCHAIN 

As previously mentioned, complex mathematical calculations and models are incorporated for 

transactions using cryptocurrencies. These concepts are crucial for smooth functioning. Some 

of the mathematical tools for the effective transaction of bitcoin are explained below: 

 Elliptical Curve Cryptography (ECC) 

 ECC is the process of creating public and private key pairs across a finite field using elliptical 

curves. The public key is utilized while sending cryptocurrency into the wallet of the buyer 

during a transaction. On the other hand, private key.is employed to validate transactions 

and demonstrate ownership over a blockchain address. 

It has an elliptical curve form, which is shown below: 

 y²=ax³+bx²+cx+d. 
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Courtesy: techtarget.com 

 The fact that it is derived within ECC over a finite field ensures that both the x and y axes have 

a limit. Utilizing the characteristics of these curves enables the creation of two connection 

points on the curve, one of which is simple to compute and the other of which is difficult to 

compute. This is known as asymmetric cryptography and enables the separation of private and 

public keys. 

The geometry of the Bitcoin elliptic curve is: 

y2 = x3+d 
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Courtesy: Steemit 

The value of the constant d, in this case, is 7 mod 1.1581077. This curve, known as secp256k1, 

is a Kobiltz curve. Secp256k1 was built in a non-random manner as opposed to typical elliptical 

curves, which have a random structure, to aid in efficient computing. Public and private keys 

that enable users to accept and spend bitcoin are created using Secp256k1. The public key 

is accessible to the whole public, whereas a user's private key is only known to them. 

 

RESULTS 

Following extensive research and examination of the data on the internet, we have identified 

some likely causes behind the government of Nepal's decision to ban cryptocurrencies. These 

reasons are listed below:  

1. National Laws and Acts 

Despite the popularity of cryptocurrencies in the modern world, Nepal has not yet 

officially accepted them for financial transactions. Although the Constitution doesn't 

explicitly define cryptocurrency, some laws have been made that have an indirect 

impact on it and its ban. The laws and acts that prohibit the use of cryptocurrency in 

our country are mentioned below:  
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• Act Restricting Investment Abroad, 1964 (was made with the National 

Panchayat's approval and the advice of His Majesty King Mahendra Bir Bikram 

Shah dev) 

• Foreign Exchange Regulation Act, 1962 

• Foreign Investment and Transfer of Technology Act (FITTA), 2019 (although 

this act was formulated after the declaration of the crypto-ban, this act has been 

strongly advocating for the prohibition of cryptocurrencies since its enactment) 

Nepal's 1964 Act on Restricting Investment Abroad states that Nepalese citizens are 

not allowed to invest abroad, which includes crypto investment too. The Foreign 

Exchange Regulation Act and FITTA aim to promote the use of foreign exchange for 

payments, foreign investment, and technology transfer. They have five different scopes. 

The major setbacks for crypto transactions and regulation are the scopes of 

"Regulations of foreign-related transactions" and "Use of foreign exchange investment 

and technology transfer." They essentially support the ban on cryptocurrencies and their 

uses.  

2. Defrauding 

No one can access the identity of a buyer or seller because of the decentralized system 

and uncompromising anonymity provided by cryptocurrency. Criminals may commit 

horrible crimes like money laundering, terrorism, and drug trafficking without ever 

being caught. Many governments, including the government of Nepal, believe that the 

use of cryptocurrencies will cause an increase in the number of these heinous crimes. 

Additionally, it is believed that cryptocurrencies expose investors to a variety of frauds 

and scams. One such issue that can cause some investors to lose their hard-earned 

money is misleading advertising. Our policymakers might have also cited this reasoning 

while discussing the ban on cryptocurrencies. If they had banned crypto based on this 

reasoning, we can’t be too skeptical about the rationale of their decision as many such 

cases of defrauding have happened in the last couple of years. One such case is 

mentioned below:  

In October 2021, the cybercrime bureau of the Hyderabad police department received 

a complaint from B. Kiran of Ghatkesar, who claimed that he lost Rs 86 lakh in the 
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hope of receiving big returns after clicking on a link for an online investment scheme 

sent by the accused. The victim clicked on the link and later sent money to different 

bank accounts as instructed by the accused. Later, he discovered that he was unable to 

receive the promised funds from the accused. Police detained three Siliguri residents 

after receiving his allegation and discovered that Depu Mandal, a Nepali, was the main 

suspect. Although the police had started looking for Depu, they learned that three other 

Nepalese—Gopal, Sushil, and Nima—who were in Hyderabad and were setting up a 

call center to deceive people by pitching them false investment plans—were also 

involved. "Depu made bogus ID credentials and gave them to the suspects who had 

been imprisoned. He used them to open bank accounts and get SIM cards. According 

to Rachakonda police, a check of a messaging app on the accused's phone revealed that 

the fraud's gains were routed to China via a cryptocurrency exchange. 

3. Lack of Regulation 

There is no regulation of the value of cryptocurrencies. The value of a particular 

cryptocurrency would substantially drop if a sizable investor group decided to stop 

using it and sell it, which would have an immediate impact on millions of users. One 

such incident was observed in January 2022. Over $600 billion in market value was lost 

by Bitcoin since its November 2021 peak, and over $1 trillion was lost by the whole 

crypto market in the first month of 2022.  This daunting scenario is unacceptable for a 

country with a fragile economy like Nepal. This might be one of the most important 

reasons behind the crypto-ban in Nepal. 

 

4. Effects on Remittance 

Remittances play a huge role in the Nepalese economy, accounting for about a quarter 

of the country’s GDP. The Nepalese economy might crash if people start sending 

money in the form of cryptocurrency from abroad. The Nepalese government lacks the 

technological means to track the crypto transactions that are carried out online. As a 

result, there is less money to be taxed, which could eventually lead to the collapse of 

the national economy. No evidence supports the fact that cryptocurrencies result in a 

decrease in remittances. However, the income generated from remittance has been 

decreasing in the last couple of years and it is claimed that the number of crypto-
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investors has been increasing throughout this period. In just the current fiscal year 

2021–2022, remittance inflows dropped by 7.3%.  Even Mr. Janardhan Sharma, the 

former finance minister of Nepal, once claimed that the use of cryptocurrencies is 

responsible for the current decline in remittances. And, recent statistics about the 

income generated from remittances also portray this relation.  
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Probably, policymakers saw this coming and enacted the infamous crypto-ban. 

Needless to say, this situation might have been worse if cryptocurrencies were 

legalized. 

 

5. Impacts on the Foreign Reserve 

Cryptocurrency has twofold effects on a country's foreign exchange reserves. First, the 

central bank will have to buy cryptocurrencies to maintain its foreign exchange reserves 

if a significant portion of a country's residents purchase them. As a result, other 

countries access to foreign currency would be reduced, which could have an impact on 

trade balances. Second, if a country's central bank starts to recognize cryptocurrencies 

as a component of its foreign reserve assets, this might boost demand for the currency 

and cause it to appreciate against other currencies. This will negatively impact the 

country’s financial status. This could be considered one of the most prominent reasons 

behind the ban of cryptocurrencies in Nepal. 
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SUPPLEMENTARY INFORMATION 

 

1. Crypto-Ban Declaration Issued by NRB In 2017 
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2. Nepal to Launch its own Cryptocurrency 

To permit the monetary authority to issue a digital version of the nation's fiat 

currency, the Nepalese rupee, the Nepal Rastra Bank (NRB) is prepared to amend 

the legislation defining its rights and obligations. The information comes after a 

study that concluded that a central bank digital currency (CBDC) initiative is 

feasible. The government of Nepal seems to have finally accepted that 

cryptocurrencies hold the future of financial transactions. However, Nepal can’t 

rely on the cryptocurrencies available in the market because they create many 

issues, as mentioned above. If Nepal can maintain regulation, stability, and 

minimum validation and ensure that no taxes are waived and it has no consequences 

on the foreign reserves, issuing a national digital currency might be a great 

initiative. 

 

CONCLUSION 

In this research, we carefully assessed the reasoning behind the Nepal government’s decision 

to ban cryptocurrencies in Nepal. Despite the prohibition, it is reported that many people in 

Nepal engage in crypto transactions daily. Nepalese people need to understand that the 

policymakers made such a decision after a thorough analysis. As we mentioned, it could lead 

to many daunting circumstances. So, they should respect the law and stop committing crimes. 

It is also noteworthy that government officials are trying their absolute best to incorporate a 

digital innovation referred to as the future of monetary transactions in Nepal. But, it will take 

time considering the financial, human, and infrastructural resources we have. Until then, we 

urge everyone to respect our policymakers' decisions and refrain from investing in such 

currencies.             
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