An Open Access Journal from The Law Brigade (Publishing) Group 113

APPLICABILITY OF INTERNATIONAL LAW IN
CYBERSPACE!

Written by Zakayo Lukumay

Senior Lecturer, The Law School of Tanzania, Dar es Salaam, Tanzania

ABSTRACT

This Article aims at examining the applicability of International Law principles on cyberspace
as response to the increasing cyber-attacks. It should be borne in mind that global challenges
facing the modern international community cannot be adequately addressed by any single
international actor, irrespective of how powerful that actor may be.

It was observed in this Article that the law of war is comprised of well-known and widely
accepted principles. Applying these principles to cyber-attacks poses challenges. The reason is
that the principles were developed in response to conventional wars between states.
Unfortunately, when a cyber-attack is launched, it becomes difficult for states to figure out who
is responsible for it. For this reason, states have been reluctant to respond to cyber-attacks in

self-defense for fear of violating the law of war.

It is recommended that, first, an international binding instrument under the auspices of the
United Nations should be put in place. In view of the fact that cybercrime
conventions/instruments can be overtaken by technological advances, there is need for

technological neutral legal instruments.

Second, international cooperation is critical in curbing cybercrimes. However, such
cooperation can only be achieved when an agreement has been reached on what activities
should be outlawed. Harmonization of the fragmented laws is a first step towards international

cooperation.
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Third, technological wise, state governments should impose censorship to block internet
contents that tend to threaten the security of the country as well as protecting citizens,

particularly the vulnerable ones like children.

Keywords: International Law, Cyberspace, Applicability

INTRODUCTION

Afroditi' once wrote that:

in the not-so-distant future, a concerted ‘Cyber Attack’, effectuated via the Internet,
could cause massive destruction to any society dependent on computer networks,
especially in key target fields of transport, energy supply and communication
infrastructures, leading to human casualties and serious destruction of property —
reproducing the same, if not more, damage that would be caused by conventional armed

attacks.

The above statement is a warning that cyberattacks could reach critical infrastructure or even
cause harm to people now that so many devices are connected to the internet if no action is
taken in the near future. The world is likely to witness disruptions of major operations that
depend on computer networks particularly at this time of Covid-19 pandemic which has forced
many companies and governments to rely heavily on ICT in all transactions. Security of things
like communication, militaries are now beginning to consider cyber as a military domain, with
the potential to exploit networked assets and use internet-based attacks in addition to or instead
of their use of conventional weapons. Such disruptions may cause physical damages leading to
deaths of innocent citizens. A “distributed denial of service” attack can take the entire
population in a country offline. There is danger that a terrorist may use the internet to mount

an attack.

The purpose of this discourse is to examine the applicability of international law principles to

cyberspace in order to respond to the threat of cyber-crime. The reason for this is that the global

JOURNAL OF LEGAL STUDIES AND RESEARCH
Volume 6 Issue 6 - ISSN 2455 2437
December 2020
www.thelawbrigade.com



https://thelawbrigade.com/
https://thelawbrigade.com/
https://thelawbrigade.com/
https://thelawbrigade.com/

An Open Access Journal from The Law Brigade (Publishing) Group 115

challenges facing the modern international community cannot be adequately addressed by any
single international actor, irrespective of how powerful that actor may be.

THE NATURE OF CYBERSPACE

Information Technology (IT) or Information and Communications Technology (ICT)™
continue to have an ever-growing impact upon society and the way that society conducts its
affairs." ICT usage has permeated almost every professional, commercial and industrial
activity and many organizations would find it difficult, if not impossible, to function without
relying heavily on computers.” As a result, ICT has, in the recent years, gained a very important
place in both the national and international economies in the world," drastically transforming
the way business is conducted, services are rendered, products are sold and communications

are handled.V"

Indeed, the technology revolution has had a profound and irreversible impact on the way the
world is moving and interacting whereby the new technologies provide for cheaper, easier and
faster solutions to the traditional way of living since the mid-90s.""" As a result, ICT has been
used as a tool, changer, catalyst, sharpener and solution to some of the most annoying
problems.™ For example, the convergence of technologies in telecommunications, broadcasting
and computers create a new market place with a two-way flow of information involving the
processing and transmission of data, including text, sound and video in diverse activities.
These activities include electronic trading of goods and services, online delivery of digital
content, electronic funds transfer, electronic share trading and many others.X' It is these
activities that have given birth to e-terminologies like e-finance, e-money, e-banking, e-
learning, e-brokering, e-insurance, e-ticketing, e-exchanges, e-commerce, e-government, and
the list goes on as the technology rapidly advances™ creating what is now referred to as

cyberspace.
The United States Department of Defense (DoD) defines cyber as:

a global domain within the information environment consisting of the interdependent

network of information technology infrastructures, including the Internet,
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telecommunications network, computer systems, and embedded processors and

controllers.

It is also defined as a domain characterized by the use of electronics and the electromagnetic
spectrum to store, modifies, and exchange data via networked systems and associated physical
infrastructures.V The Armed Forces of the United States defines cyber-space as a global
domain within the information environment consisting of the interdependent network of
information technology infrastructures, including the Internet, telecommunications networks,

computer systems, and embedded processors and controllers.*"

The global cyber system is expanding at an exponential pace, with ever greater dependence of,
inter alia, the energy, transportation, economic, financial and military critical infrastructures

on networking.*"!

This dependence on technology on all facets of human life has provided opportunities for
criminals to exploit security vulnerabilities in the on-line environment. The cross-national
nature of most computer related crimes has rendered many time-honoured methods of policing
both domestically and in cross-border situations ineffective even in advanced nations, while

the “digital divide’ provides ‘safe havens’ for cyber-criminals.

The United States possesses the most powerful and technologically advanced military forces
in the world and has successfully deterred most conventional attacks against its
homeland. X" Recently, the Federal agencies have warned that the US healthcare system is
facing an “increased and imminent” threat of cyber crime, and that cyber criminals are
unleashing a wave of extortion attempts designed to lock up hospital information systems,
which could hurt patient care just as nationwide cases of Covid-19 are spiking.*"'The alert said
malicious groups are targeting the sector with attacks that produce “data theft and disruption
of healthcare services.” ™ Charles Carmakal, chief technical officer of the cyber security firm
Mandiant, is reported to have said that: “We are experiencing the most significant cyber

security threat we’ve ever seen in the United States,”™

It is reported that in September, a ransomware attack hobbled all 250 US facilities of the

hospital chain Universal Health Services, forcing doctors and nurses to rely on paper and pencil
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for record-keeping and slowing lab work. Employees described chaotic conditions impeding
patient care, including mounting emergency room waits and the failure of wireless vital-signs

monitoring equipment.

The UK’s National Cyber Security Centre found evidence that Russian military intelligence
hackers had been planning a disruptive cyber-attack on the later-postponed 2020 Tokyo
Olympics. ! Again, in October, 2020, the U.S. indicted six Russian GRU" officers for their
involvement in hacking incidents including the 2015 and 2016 attacks on Ukrainian critical
infrastructure, the 2017 NotPetya ransomware outbreak, election interference in the 2017
French elections, and others. In another incident, a Chinese group targeted diplomatic entities
and NGOs in Africa, Asia, and Europe using advanced malware adapted from code leaked by
the Italian hacking tool vendor HackingTeam. >V

Unfortunately, these attacks have proven that no single country is immune despite its

superiority in all aspects.

THE NATURE OF CYBER CRIME

There is no commonly agreed single definition of cybercrime. Cybercrime is a term for any
illegal activity that uses a computer as its primary means of commission. Cybercrime
encompasses any criminal act dealing with computers and networks. Cybercrime is
"international™ or "transnational™ — there are ‘no cyber-borders between countries'. Cybercrime
includes unauthorized network breaches and theft of intellectual property and other data; it can
be financially motivated, and response is typically the jurisdiction of law enforcement agencies.

It becomes a cyber-attack when a national security is threatened.

Cyberattack™ is a relatively recent term that can refer to a range of activities conducted through
the use of information and communications technology (ICT). The use of Distributed Denial
of Service (DDoS) attacks has become a widespread method of achieving political ends through
the disruption of online services. In these types of attacks, a server is overwhelmed with
Internet traffic so access to a particular website is degraded or denied. The advent of the Stuxnet

worm, which some consider the first cyber weapon, showed that cyber attacks may have a more
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destructive and lasting effect. An example of a cyber attack is distributed denial of service

attack, planting inaccurate information, infiltrating a secure computer network.

The challenging characteristics of cybercrime is the fact that it is borderless and cross territorial
in nature, and its impacts are much wider than those of traditional crimes. This means that
while the legal and institutional frameworks are grounded on real geographical locations,
cybercrimes are not affected by physical boundaries as such. For that matter, cybercrime poses
threats not only to the confidentiality, integrity or availability of computer systems, but also to

the security of critical infrastructure.®

It is for this reason that a call for the fight against this contemporary form of criminality
inevitably necessitates employing individual and the collective initiatives and efforts among
States at regional and inter-regional levels to combat the same. For this reason, different
countries including Tanzania are adopting their own strategies to face the challenges posed by
cyber criminals. Some of such strategies include having a piece of legislation to curb the vices
caused by ICT.

There is no consensus on which acts should be outlawed and this makes international
cooperation more difficult. Cooperation among and between governments in pursuing cyber
criminals is possible when we can speak the same language as far as cybercrimes is concerned.
We can achieve this end by harmonising our cybercrimes laws and enhance cooperation in

enforcement.

However, many countries’ cybercrime legislation also categorizes publishing or transmission
of illegal content in a particular country via computer networks or the internet as “cybercrime”.
The Cybercrime Act of 2015 of Tanzania, for example, criminalises activities like: illegal
access, illegal remaining, illegal interception, illegal data interference, data espionage, illegal
system interference, illegal devices, computer related forgery, child pornography,
pornography, identity related crimes, publication of false information, racist and xenophobic
material, racist and xenophobic motivated insult, genocide and crimes against humanity,
unsolicited massages, disclosure of details of an investigation, obstruction of investigation,

cyber bulling, violation of intellectual property rights. Other offences are aiding and abetting,
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attempt to commit an offence, conspiracy to commit offence and offences relating to critical

infrastructure.

Upon conviction the offender maybe condemned to a jail term or a fine or compensation or all
the above depending on the offence. The heaviest sentence under the Act is imprisonment for
not less than seven years and a fine of not less than one hundred million Tanzanian Shilling.

The problem with country specific legislation is that there is no agreement on what constitutes
crime. When state’s laws criminalise content that other countries do not recognise as criminal,
and then devote cybercrime enforcement resources to chasing this kind of “crime” rather than
what people generally think of as cybercrime, it complicates or prevents international
cooperation, discredits cybercrime legislation and enforcement efforts, and diverts resources

from solving the serious problem of cybercrime.

As pointed out elsewhere in this Article, the potential serious consequence of a cyber-attack
could include catastrophic consequences as meltdown of the economy, total disruption of the

transportation system and widespread property destruction and death.*"!

APPLICATION OF INTERNATIONAL LAW

The global reach of the Internet has made it possible for computer related crimes to come from
outside the borders of one state. For this reason, cybercrime is an international crime. An
international crime is an act which the international community recognises as not only a
violation of ordinary State criminal law but one which is so serious that it must be regarded as

a matter for international concern. Vi

Solutions to the problems posed by cybercrime can be addressed by international law through
the adoption of binding international legal instruments - Treaties and conventions, customary

international law, general principles and scholarly works.

Application of international law on cyberspace poses a number of issues like global governance

of cyberspace, sovereignty of states on cyber infrastructures, online data, cyber activities and
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governance of internet within its own jurisdiction, online freedom, application of the law of
armed conflict to cyberspace and international cooperation in combatting criminal activities in

cyberspace.

NATIONAL LEGAL FRAMEWORK ON CYBERCRIME IN TANZANIA

Tanzania was late to receive cyber technology as in 1990s is when it received this technology
since then there being serious problems caused by this technology. Tanzania has recorded
significant development of ICT applications at a very fast rate thus boosting the economy. Vi
The increasing capacity of ICT has further been empowered by the growth of a global network
of computer known as internet, which open up new ways of committing crimes through the
internet as most of the people in Tanzania use the internet especially the companies which
make the extensive use of the networked computers. For example, the banking sector makes
heavy use of ICT to provide improve customer service which some banks using Very Small
Aperture Terminal (VSATS) or public leased lines to interconnect their branches and cash

dispensing Automatic Teller Machines (ATMs).

In 2015, Tanzania enacted two pieces of legislation in response to challenges associated with
the advancement of ICT. These are the Cybercrimes Act of 2015 and the Electronic
Transactions Act of 2015. Apparently, while ETA borrowed heavily from UNCITRAL Model
Law on Electronic Commerce, Cybercrime Act does the same from the African Union
Convention on Cyber Security and Personal Data of June 2014. Under Article 25, the

Convention requires member states to adopt legislation to combat cybercrime.

The Cybercrime Act aims at making provisions for criminalizing offences related to computer
systems and Information Communication Technologies and to provide for investigation,
collection, and use of electronic evidence®*! and for matters related therewith. The crimes
include illegal Access, illegal interception, illegal data interference, data espionage, illegal
system interference, illegal device, computer-related forgery, computer-related fraud, child
abuse and identity related crimes, among others.**Apparently, the enactment of the

Cybercrime Act is a response to the difficulties faced in prosecution of crimes committed
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through the use of computers and computer networks. The Act was not meant to prevent the
exchange and drafting of information but to protect people from abuse, such as online fraud.

The provision that can be applied is section 16 the Cyber Crime Act.*! It provides that:

Any person who publishes information or data presented in a picture, text, symbol or
anyother form in a computer system knowing that such information or data is false,
deceptive, misleading or inaccurate, and with internet to defame, threaten, abuse, insult
or otherwise deceive or misleading public or concealing commission of an offence,
commits an offence, and shall on conviction be liable to a fine of not less than five

million shillings.

Upon conviction, the offender may be condemned to a jail term or a fine or compensation or
all the above depending on the offence. The heaviest sentence under the Act is imprisonment

for not less than seven years and a fine of not less than one hundred million.

In a similar vein, section 103 of the Postal and Electronic Communication Act, CAP 306 allows
the Minister to make regulations in respect to content- related matters. Based on this, in 2018,
the Minister published regulations entitled the Electronic and Postal Communications (Online
Content) Regulations, 2020. Under Regulation 4, a person is required to obtain a license to
provide online content.**" Sub-rule 2 imposes a fine of Tanzania Shilling Five Millions (Tshs.

5,000,000/=) in contravention of sub-regulation 1.V

The regulations®V' prohibit some content from being published online.**¥!' These content in
relation to sexuality and decency; personal privacy and respect to human dignity, public
security, violence and national safety, criminal activities and illegal trade activities, healthy
and public safety, protection of intellectual property rights; respect to religion and personal
beliefs; public information that may cause public havoc and disorder; use of bad languages and
disparaging words and false, untrue, misleading content.**V Sub-regulation 21 imposes a fine
of Tanzania Shilling Five Millions (Tshs. 5,000,000/=) in contravention of the provisions of

the regulations.
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There is, however, no consensus on which acts should be outlawed and this makes international
cooperation more difficult.*** Many countries’ cybercrime legislation categorizes publishing
or transmission of illegal content in a particular country via computer networks or the internet
as cybercrime.X! The closest provision is section 66A"" of the Information Technology Act of

India which reads:

Any person who sends by any means of a computer resource any information that is
grossly offensive or has a menacing character; or any information which he knows to
be false, but for the purpose of causing annoyance, inconvenience, danger, obstruction,
insult shall be punishable with imprisonment for a term which may extend to three years

and with fine.

In and Indian case of Shreya Singhal v. Union of India the Supreme Court determined the main
issue whether Section 66A of ITA violated the right to freedom of expression guaranteed under
Avrticle 19(1)(a) of the Constitution of India. As an exception to the right, Article 19(2) permits
the government to impose “reasonable restrictions . . . in the interests of the sovereignty and
integrity of India, the security of the State, friendly relations with foreign States, public order,

decency or morality or in relation to contempt of court, defamation or incitement to an offense.”

Invalidating Section 66A of the Information Technology Act of 2000 in its entirety, the Court
held that the prohibition against the dissemination of information by means of a computer
resource or a communication device intended to cause annoyance, inconvenience or insult did

not fall within any reasonable exceptions to the exercise of the right to freedom of expression.

In this case, Police arrested two women for posting allegedly offensive and objectionable
comments on Facebook about the propriety of shutting down the city of Mumbai after the death
of a political leader. The police made the arrests under Section 66A of the Information
Technology Act of 2000 (ITA), which punishes any person who sends through a computer
resource or communication device any information that is grossly offensive, or with the
knowledge of its falsity, the information is transmitted for the purpose of causing annoyance,

inconvenience, danger, insult, injury, hatred, or ill will.
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Commenting on the usefulness of the repealed provision, Halder*'" noted that a brief over view
of the judgement may show that there are several issues which the Court did not address or
left unattended while judging the necessity of the existence of Section 66A. One such issue is
the decision or the lack of on the type of “information” that may not be considered as open to
be viewed by cyber bystanders. In the cyber space communication, certain information may
essentially involve questions of privacy. Chilling of speech becomes essential when such
privacy is infringed. Internet speech can become viral in nature if the harasser wishes to gather
more viewers to witness humiliation of the victim. If such information consists of speech
which may turn its character from a ‘free speech’ to a dangerous information due to the viral
nature of the internet, the person who makes such speech must be made liable for punishment,

depending upon his prior knowledge about the consequence of such use of internet.

The above case and the comment show that countries are not in wide agreement as far as online
content regulation is concerned. X' When state’s laws criminalize content that other countries
do not recognize as criminal, and then devote cybercrime enforcement resources to chasing
this kind of crime rather than what people generally think of as cybercrime, it complicates or
prevents international cooperation, discredits cybercrime legislation and enforcement efforts,
and diverts resources from solving the serious problem of cybercrime. Cooperation among and
between governments in pursuing cybercriminals is possible when we can speak the same
language as far as cybercrimes is concerned. This end can be achieved by harmonizing our

cybercrimes laws and enhance cooperation in enforcement.

The next section presents a discussion on how international instruments be applied to
cyberattacks. The instruments and theories that will be examined are the International Covenant
on Civil and Political Rights (ICCPR), universal principal theory, the Rome Convention to
Cyber terrorism, the Budapest Convention, the Law of Armed Conflict to Cyber Warfare and

the Tallinn Manual.
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APPLICATION OF ARTICLE 19 OF THE INTERNATIONAL
COVENANT ON CIVIL AND POLITICAL RIGHTS (ICCPR) TO
REGULATE ONLINE CONTENT

For some states, free speech is an exceptionally important principle. For others, the control of
offensive or dangerous content is essential. Achieving agreement on how to approach these

differences is, frankly, going to be a challenge.

Avrticle 19(3) of the ICCPR imposes restrictions in respect of the rights of reputations of others
and for protection of national security, or public order, or public health or morals. Again, apart
from its beneficial role, the Internet is open to misuse, giving the State a justification to regulate
online content in the interests of the public at large. We have all witnessed several cyber-
crimes, defamation, invasion of privacy, incitement of offences, racist remarks, stalking, abuse,
hacking, harassment being committed through social media and once such objectionable
content is uploaded, it becomes viral and consequently, very difficult to contain. Hence, the

importance of the State regulating social media cannot be denied.

Tanzania, for example, should be able to exercise extra- territorial jurisdiction over people who
violate the above provision under Article 19 of the ICCPR using section 16 of the Cybercrime
Act of 2015 and the Electronic and Postal Communications (Online Content) Regulations,
2020. By its nature, the internet allows every person to be an instantaneous broadcaster and an
author. It allows a person to communicate anything to the entire world on instantaneous
basis. X'V It is for this reason that Tanzania has decided to enact the law to regulate the use of

the internet

Critics have, however, argued that the above provision infringe the right of expression
guaranteed by the Constitution of the United Republic of Tanzania as well as international

instruments.

It is the strong view of the author of this article that one should enjoy his freedom of expression
in a manner that it does not affect human rights of others. As Duggal®" noted, people should

not have a feeling that their right to freedom of speech and expression is an absolute right when

JOURNAL OF LEGAL STUDIES AND RESEARCH
Volume 6 Issue 6 - ISSN 2455 2437
December 2020
www.thelawbrigade.com



https://thelawbrigade.com/
https://thelawbrigade.com/
https://thelawbrigade.com/
https://thelawbrigade.com/

An Open Access Journal from The Law Brigade (Publishing) Group 125

it comes to the internet. For this reason, restrictions to the freedom of speech in the cyber world
are needed to give protections to the human rights. These restrictions are very important as the
misuse of the internet may threaten national security, public order or the lawful rights and
freedom of others, including the rights of privacy and intellectual properties Restrictions are
also made to meet the demand of fairness in accordance with morality consideration and

religion values.

UNIVERSAL JURISDICTION THEORY

The theory of universal jurisdiction allows a state to claim criminal jurisdiction over an accused
person regardless of where the alleged crime was committed and regardless of the accused’s

nationality, country of residence, or any other relation with the prosecuting entity.

A country can invoke universal jurisdiction when the offence has the international character
like piracy, genocide, crimes against humanity, extrajudicial executions, war crimes, torture
and forced disappearances.™'t is argued that cybercrime has international character; hence
universal jurisdiction theory can apply as it has the potential of causing a serious threat to the
international community as a whole that states have a logical and moral duty to prosecute an
individual responsible. However, the scope and application of universal jurisdiction must be
clearly defined to avoid abuse of the principle, which could endanger international law, order

and security Vi

According to Amnesty International, a proponent of universal jurisdiction, certain crimes pose
S0 serious a threat to the international community as a whole that states have a logical and
moral duty to prosecute an individual responsible; therefore, no place should be a safe haven
for those who have committed genocide, crimes, extrajudicial — executions, war

crimes, torture and forced disappearances.
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APPLICATION OF THE ROME CONVENTION TO CYBER
TERRORISM

The increase of international cyber terrorism in recent years has resulted in computer-based
criminal activities that generate worldwide fear, destruction and disruption. Cyberterrorism can
be considered “the premeditated use of disruptive activities, or the threat thereof, against
computers and/or networks, with the intention to cause harm or further social, ideological,
religious, political or similar objectives, or to intimidate any person in furtherance of such

objectives.” Vil

National laws and policies that address cyber terrorism are mainly limited to developed nations
and are not cohesive in managing 21st century cyber terrorism. Given the absence of an
international legal framework to address cyber crimes, authorities and governments around the
world face extreme challenges in finding and prosecuting those responsible for cyber

terrorism. XX

In March 1988 a conference in Rome adopted the Convention for the Suppression of Unlawful
Acts against the Safety of Maritime Navigation. The main purpose of the Convention is to
ensure that appropriate action is taken against persons committing unlawful acts against ship.'It

is argued that this Convention can as be used to curb cyber terrorism.

THE USE THE BUDAPEST CONVENTION

Legal challenge on cybercrimes is that, electronic evidence can be very difficult to obtain when
it is scattered across a system located in different countries whereby success will in most cases
depend on the international cooperation between the countries."

Article 23 of the Budapest Convention states enjoins parties to co-operate with each other, in
accordance with the provisions of the Convention, and through the application of relevant
international instruments on international co-operation in criminal matters, arrangements
agreed on the basis of uniform or reciprocal legislation, and domestic laws, to the widest extent

possible for the purposes of investigations or proceedings concerning criminal offences related
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to computer systems and data, or for the collection of evidence in electronic form of a criminal

offence.

The problem is that this convention does not resolve issues of international jurisdictions. It
leaves cooperation on the good will of a third country. The convention is also short on giving

states the necessary weapons to fight this type of crime.

APPLICATION OF THE LAW OF ARMED CONFLICT (LOAC) TO
CYBER WARFARE

The Law of Armed Conflict (LOAC) is comprised of a specific set of principles that apply in
a distinct situation that involves violence, destruction, injury, and death. It applies only when
States or armed groups have broken the peace. At least one (and often more) of the parties
involved in the armed conflict have already shown disdain for legal constraints on behavior by
their resort to violence in the first place. Still, the body of law applies to all parties involved in
an armed conflict, regardless of whether the conflict is just or unjust, and no matter who started
it.

LOAC is critically important for regulating conduct in warfare. It limits the use of inhumane
weapons, prohibits the targeting of civilians and civilian property, and guards the wounded and
captured, among other things. The question that should task our mind is: Does LOAC apply to

cyber warfare?

The United Kingdom has identified cyberspace as a likely medium of conflict, one standing on
equal footing with such traditional media as land, sea and airspace. It went further to
characterize a cyber-attack including by either States, and by organized crime and terrorists’ as
one of four ‘Tier One’ threats to British national security, the others being international
terrorism, international military crisis between states and a major accident or natural
hazard.""Despite these developments, cyber armed conflict has introduced a host of unique
issues to the bodies of international law governing warfare."" Time and geography offer few

limits to cyber operations, which can happen in less than the blink of an eye anywhere on the
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globe. Further, most of the modern LOAC developed when States had a monopoly on the
means of warfare but, unlike tanks, ships, and bombers, cyber techniques are widely available
to the public. Also, there are real questions about which cyberspace activities would violate
“cyber sovereignty.” For example, do electronic penetrations of computer systems violate

territorial sovereignty as military invasions do?

Cyberwar is typically conceptualized as state-on-state action equivalent to an armed attack or
use of force in cyberspace that may trigger a military response with a proportional kinetic use
of force. In the current absence of specific jus ad bellum rules,™we are left with the provisions
contained in the UN Charter.

How can the principle of jus ad bellum be applied in Cyber Attacks? To answer this question,
we must begin by reference to Article 2(4) of the UN Charter as the general rule. The answer
would be affirmative only if one should conclude that a cyber-attack triggers the right to self-
defense under Article 51 of the UN Charter or under customary international law. However,
Acrticle 2(4) generally prohibits the use of force except in the case of self-defense as set out in
Avrticle 51 or with Security Council authorization. The issue is whether Article 51 of the UN

Charter can be interpreted as allowing a reaction in self-defense against a cyber attack
Article 51 of the UN Charter provides that,

Nothing in the present Charter shall impair the inherent right of individual or collective
self-defense if an armed attack occurs against a Member of the United Nations, until
the Security Council has taken measures necessary to maintain international peace and

security.

Thus, the state victim of a use of cyber force will thus be entitled to react in self-defense only
to the extent that such use of cyber force can be qualified as an “armed attack”. In the Nicaragua
case, the ICJ acknowledged that a definition of “armed at-tack” does not exist in the Charter
and is not part of treaty law. The ICJ, however, made clear that Article 51 does not refer to
specific weapons and that it applies to “any use of force, regardless of the weapons employed.”
According to Article 2, the fact that cyber attacks do not employ traditional kinetic weapons

does not necessarily mean they cannot be “armed”".
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When attributed to a state, a cyber attack is a violation of the customary principle of non-
intervention “on matters in which each State is permitted, by the principle of State sovereignty,
to decide freely”, such as “the choice of a political, economic, social and cultural system, and
the formulation of foreign policy. For this reason, several of the situations described in the
1981 UN General Assembly Declaration on Non-intervention would perfectly cover cyber
attacks. The Declaration reiterates:

the right of States and peoples to have free access to information and to develop fully,
without interference, their system of information and mass media and to use their
information media in order to promote their political, social, economic and cultural
interests and aspirations, based, inter alia, on the relevant articles of the Universal
Declaration of Human Rights and the principles of the new international information

order.

The question is, are all uses of cyber force “armed attacks”? It is well-known that the ICJ
identified “the gravest forms of the use of force”, i.e. armed attacks, and less grave forms and

adopted the “scale and effects” criterion in order to distinguish them.

According to the ICJ, an armed attack must be carried out “with the specific intention of
harming. Nonetheless, the problem is whether a cyber attack on the computer network of any
civilian infrastructure could potentially amount to an armed attack (providing it satisfies the
scale and effects criterion). It has been claimed, for instance, that, as Google is the most
powerful presence on the Internet, an attack on it would be an attack on the United States
critical infrastructure. There is no agreement, though, on what “critical infrastructures™ are.
The UN General Assembly recognized that “each country will determine its own critical

information infra-structures.”!

The problem of the identification of national critical infrastructures is further complicated by
the fact that, in most countries, the majority of such infrastructures are owned by the private
sector. At the end of the day, the notion of “critical infrastructure” is linked to that of “national

security”, which is equally difficult to define, both in domestic and international law.
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The reaction in self-defense against cyber attacks amounting to armed attacks must meet the
requirements of necessity, proportionality and immediacy. Necessity means that the use of
force is a means of last resort and that all other available means have failed or is likely to fail.
As a minimum, it implies an obligation to identify the author, verify that the cyber attack is not
an accident and that the matter cannot be settled by less intrusive means (for instance, by
preventing the hackers from accessing the networks and websites under attack through the use
of cyber defenses). The major problem with using self-defense to react against a cyber attack

is the identification of the aggressor.

Aware of this difficulty, certain commentators have suggested that responses in self-defense to
a cyber attack against national critical infrastructures should be allowed even without first
attributing and characterizing the attack. According to this view, “the law should permit an
active response based on the target of the attack, regardless of the attacker’s identity.” This

position, however, cannot be accepted.™"

Apart from being at odds with the law of state responsibility, it is inherently illogical. If it has
not yet been established where the attack comes from and to whom it is attributable, against

whom and where will the reaction be directed?

The challenge is also for the victim state to be able to identify the origin of the cyber attack and
attribute the conduct to a state. Another problem lies in the fact that, in case of a DDoS attack
carried out by millions of hijacked computers, the risk of a counter cyber attack for the actual
attacker would be negligible, because the counter attack will be directed towards the hijacked
computers (which could be located even in the victim State. Here State then better s should be

capital letter).

According to Roscini,V" the United States has repeatedly taken a stance in favor of the right to
self-defense against cyber attacks. The 1999 DoD’s Assessment of International Legal Issues
in Information Operations puts it that “[s]tate-sponsored [cyber] attacks may well generate the
right of self-defence.”"™ The document goes on to say, that “if a coordinated computer network
attack shuts down a nation’s air traffic control system along with its banking and financial
systems and public utilities, and opens the floodgates of several dams resulting in general

flooding that causes widespread civilian deaths and property damage, it may well be that no
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one would challenge the victim nation if it concluded that it was a victim of an armed attack,

or of an act equivalent to an armed at-tack.”™

The 2003 United States National Strategy to Secure Cyber-space™ states that an investigation,
arrest, and prosecution of the perpetrators, or a diplomatic or military response in the case of a
state sponsored action will follow large cyber incidents. More ambiguously, the 2006 National
Security Strategy affirms that the United States is “pursuing a future force that will provide
tailored deterrence of both state and non-state threats (including WMD [Weapons of Mass
Destruction] employment, terrorist attacks in the physical and information domains, and

opportunistic aggression) while assuring allies and dissuading potential competitors.™

TALLINN MANUAL

Tallinn Manuals were written by groups of international legal experts (the Experts) gathered
by the CCD COE and Michael N. Schmitt, a prominent global cyber expert. The first group
included law of armed conflict (LOAC).X " The first group included law of armed conflict
(LOAC) experts primarily from the Western Hemisphere. In response to criticism, the
international group of experts for Tallinn 2.0 was broader both in origin (including members
from Thailand, Japan, China, and Belarus) and substantive expertise (including experts in
human rights, space law, and international telecommunications law). The International
Committee of the Red Cross (ICRC) was invited to send observers to both groups as were other

states and organizations.”"

The intent of the project was never to make law or to produce a manual that would have the

force of law. As the introduction makes clear:

Ultimately, Tallinn Manual 2.0 must be understood only as an expression of the
opinions of the two International Groups of Experts as to the state of the law .... This
Manual is meant to be a reflection of the law as it existed at the point of the Manual’s
adoption by the two International Groups of Experts in June 2016. In is not a ‘best

practices’ guide, does not represent ‘progressive development of the law’, and is policy
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and politics-neutral. In other words, Tallinn Manual 2.0 is intended as an objective

restatement of the lex lata.

The Tallinn Manual breaks the functionality issue into the following three basic scenarios: A
cyber operation can physically damage a component of a computer system, can cause it to cease
functioning until the operating system is reinstalled, or can cause it to cease functioning by
deleting or interfering with data on the system (e.g., the targeted computer still functions as a
computer, but isn’t functional as a communications node because the communications program

has been deleted).™
The above observations raise a number of questions:
)} Is cyberspace a battle space between nations?

i) Can the international law principles on warfare be invoked in the cyber-attacks?

and
iii)  Can it be established that an attack has been sanctioned by a State?

Due to the anonymous nature of the internet, it has been possible for criminals to engage into
a variety of criminal activities in cyberspace. Cybercrimes are considered an anonymous
medium where someone’s is unknown and cyber criminals can completely hide their real
identities. Criminals need not be present at the same location as the target. As the location of
the criminal can be completely different from the crime site, many cyber offences are
transnational. International cybercrimes offences take considerable effort and time.”™! In most
cases, identity of perpetrators is disguised because criminals can attack from a remote site

almost from anywhere around the world.”""

For this reason, it is critical that an international consensus on the role of international law as
far as cyberspace is concerned is built. States should engage in negotiations under a mandate

from the UN to have a convention on cyberspace.

Such efforts are ongoing. In 2013, for example, the UN Group of Governmental Experts on the

use of cyber technologies, affirmed the application of existing international law to states’ cyber
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activities. On 26 June 2015, the UN Expert Group recognised that the UN Charter applies in
its entirety to cyberspace. The Group affirmed the relevance of a state’s inherent right to act in
self-defence in response to a cyber operation meeting the threshold of an armed attack. In
addition, the 2015 Report confirmed that the fundamental protections of international
humanitarian law: necessity, proportionality, humanity and distinction, apply in

cyberspace.Vii

Despite these developments, more dialogues should be continued particularly on the extent of
application of international law on activities in the cyberspace. As pointed out in this paper, it
is still not clear as to how the principles of international law can be applied to reduce cyber

threats around the globe.

CONCLUSION

We have seen in this Article that the law of war is comprised of well-known and widely
accepted principles. Applying these principles to cyber-attacks is a difficult task. The principles
were developed in response to conventional wars between states. Unfortunately, when a cyber-
attack is launched, it becomes difficult for states to figure out who is responsible for it. For this
reason, states have been reluctant to respond to cyber-attacks in self-defense for fear of
violating the law of war, and they have turned cyber warfare into one of the hottest topics in

international law.

RECOMMENDATIONS

It is recommended that first, an international binding instrument under the auspices of the
United Nations should be put in place. In view of the fact that cybercrime
conventions/instruments can be overtaken by technological advances, there is need for

technological neutral legal instruments.
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Second, international cooperation is critical in curbing cybercrimes. However, such
cooperation can only be achieved when an agreement has been reached on what activities
should be outlawed. Harmonization of the fragmented laws is a first step towards international

cooperation.

Third, technological wise, the governments should impose censorship to block internet
contents that tend to threaten the security of the country as well as protecting citizens,
particularly the vulnerable ones like children.
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