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ABSTRACT

Cyberstalking has received increasing attention in academia and the public for its
pervasive effect on society. However, there has been little comprehensive research concerning
the mechanisms of cyberstalking behavior, particularly in social media. In this article, we
define cyberstalking and explain how it is dramatically different from real-world stalking, and
thus calls for additional taxonomic and theoretical development. Based on an extensive review
of the literature and case studies of cyberstalking, we then propose a comprehensive taxonomy
of cyberstalking. On this basis, we develop a theoretical model to explain and predict
cyberstalking behavior. To better understand cyberstalking, we propose a model that integrates
five theories within three levels of prediction: the intrapersonal level (emotional theory,
neutralization theory, and self-control theory), the situational level (rational choice theory), and
the interpersonal level (social learning theory). On this taxonomic and theoretical foundation,
future empirical research should be able to further explain, predict, and test cyberstalking

behavior online.
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INTRODUCTION

With the development of online communication information technology (IT), it is
increasingly difficult to protect users from online stalking (D’Ovidio & Doyle, 2003). In the
age of social media, cyberstalking behavior is increasingly ubiquitous and serious. The media
has widely reported cyberstalking instances of identity theft, online impersonation, identity
deception, threats, and hostile posting, that is, posting false information intended to cause harm
(Maple et al., 2011), as well as the newer, insidious twists of the posting of “revenge porn” by
jilted lovers (Melnicoe, 2013; Miller, 2013) and ill-intentioned groups of online teens bullying
victims into suicide (Liston, 2013). Furthermore, cyberstalking is becoming increasingly more
common than offline stalking (McVeigh, 2011). Maple et al. (2011) showed that cyberstalking
is becoming progressively more prevalent in social media. Because of its widespread effect on
the psychology, finances, and social interactions of individuals, cyberstalking not only hurts
victims psychologically, but also influences their work and even their relationships with friends

and family.

The prevalence, nature, and negative social consequences of cyberstalking have led to
growing public concern regarding its presence in the online environment (as shown in
Appendix A). Because social media encourages users to exchange information within the
community, as well as to use new features and applications that expose additional personal
information (Ellison, 2007), it provides a new, effective, and efficient means to perform
stalking behavior at the expense of a relatively large number of potential victims. First, the

large network size, combined with the numerous privacy leaks in public networks, make it
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extremely convenient for individuals to unethically, unlawfully, or immorally stalk others
using social media tools. Therefore, even people with very little IT competence have the
potential to become cyberstalkers (Costa, 2012). Furthermore, because social media features a
wide range of relationships, stalkers from the cyberworld vary from intimate friends to
strangers (Gutierrez, 2013; Lyndon et al., 2011). With a strong need to use social media and
self-disclose online, typical users often lack the ability or sufficient concern to manage and
protect their privacy online, thus leading to a clash between the risks and benefits of online

activities (Gross & Acquisti, 2005).

Given the huge, increasing negative impact cyberstalking and cyberbullying has on
society, it has drawn highly interdisciplinary research interest. Information systems (IS)
literature on cyberstalking has focused primarily on analyzing its ethical and moral aspects and
the legal responsibility of the different participants (Tavani & Grodzinsky, 2002). Adam
(2002) highlighted the role of gender in analyzing cyberethics problems and maintained that
third-party cyberstalking should receive more attention. Grodzinsky and Tavani (2002) argued
that both Internet service providers and individual online users should assume moral
responsibility, although in different ways. IS research on cyberbullying has emphasized the
demographic antecedents that potentially predict cyberbullying. Scholars have explored the
role of gender difference and the use of IT in cyberbullying (Erdur-Baker, 2010; Huang &
Chou, 2010). Similarly, Tokunaga (2010) discussed how age and gender influence
cyberbullying behavior and its possible psychosocial, affective, and academic consequences.
Vandebosch and Van Cleemput (2009) investigated the influence of socio-demographics,
psychosocial factors, and the usage of information communication technology on different

roles (victims, bystanders, and bullies) in cyberbullying.
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In media and communication research, scholars have attempted to measure
cyberstalking to develop effective strategies to blunt it. For instance, Spitzberg and Rhea
(1999) developed the scale of cyber-obsessional pursuit, which included four components
(hyperintimacy, sabotage, invasion, and threat) that can be used to measure cyberstalking
behavior. Spitzberg and Cupach (2001) further refined the measure of cyberstalking
victimization and explored the incidence of such victimization. Spitzberg and Hoobler (2002)
indicated that cyberstalking is experienced by a nontrivial proportion of undergraduate
communication students and that there are weak but generally consistent relationships between

facets of cyberstalking and real-world stalking.

Cyberstalking is also addressed in the disciplines of psychology and psychiatry. Boon
and Sheridan (2002), for example, found that cyberstalking problems influenced mainly
children and young people and that stalking behaviors are less likely to be performed by people
with psychotic illnesses than by those with nonpsychotic illnesses. Zur et al. (2009) provided
advice regarding the self-disclosure of psychotherapists in response to clients’ online
behaviors, including cyberstalking. Finally, Ybarra (2004) found that students who reported
depressive symptomatology were more likely to be victims of cyberbullying, and the findings
of Patchin and Hinduja (2010) indicated that cyberbullying leads to low self-esteem for both

victims and offenders.

In general, cyberstalking is of great interest in interdisciplinary research and has been
studied from many perspectives. However, most of the extant research has limited its focus to
specific categories of cyberstalking behaviors, general measurement, descriptive studies, and
exploratory studies. A large portion of the literature has focused, for example, on exploring

cyberbullying behaviors of juveniles, or on children as the victims of Internet predators, while
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ignoring the richer, broader range of cyberstalking behaviors and the reality that adults actively
engage in both cyberbullying and cyberstalking behaviors. Little research has thus considered
the underlying causal mechanisms and technologies that promote or blunt cyberstalking,
especially among adult social media users. Given the currently scattered approaches to
taxonomy and nomenclature in cyberstalking, it is not surprising that theoretical development

in this area is immature.

We aim to help improve theorizing in this area, which must depart from theorizing in
real-world stalking. In contrast with traditional stalking behavior, not every aspect of
cyberstalking is purely negative and most cyberstalking cases do not actually constitute crimes
(Campbell, 2012; Langer, 2013; Main, 2010). Indeed, many cyberstalking behaviors are
performed without an immediate intention to harm the victim. The cyberstalker may just want
to know more about or build a relationship with the victim, at least in the beginning. Thus,
criminological theories, such as general deterrence theory (D'Arcy & Herath, 2011; Nagin &

Pogarsky, 2001), probably cannot fully explain the widespread phenomenon of cyberstalking.

Furthermore, because cyberstalking is performed in a relatively low-risk context (i.e.,
often anonymously and at great physical distance), the technological attributes of the crime
make it difficult for stalkers to be punished (Bocij & McFarlane, 2003). As a result, morality
and ethics might be more important factors in explaining cyberstalking because it operates with
few social and legal constraints. In the few studies that have addressed cyberstalking, it has
been explained primarily from the perspective of personality or reasoned action. None of the
various facets of this issue has been investigated with coherent intrapersonal, interpersonal, or

situational models, or with a strong focus on ethics. Hence, it is imperative to investigate
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systematically the process and possible antecedents of cyberstalking occurring in social media,
thereby providing insights to support the more effective prevention, on the part of both

operators and users, of cyberstalking in social media.

To fill this research gap, this study develops an integrative contextual theory to explain
cyberstalking. We first define cyberstalking in general and develop a taxonomy of
cyberstalking. With this taxonomy as a foundation, we then propose a theoretical model to
explain and predict cyberstalking behavior. This model integrates five theories within three
levels: the intrapersonal level (emotional theory, neutralization theory, and self-control
theory), the situational level (rational choice theory), and the interpersonal level (social
learning theory). Specifically, we integrate the most relevant explanatory variables from the
five theories into a coherent model with specific propositions that can be operationalized into

hypotheses through empirical work.

BACKGROUND ON AND TAXONOMY OF CYBERSTALKING

A common nomenclature and taxonomy is crucial to the development of a useful theory
because they provide a proper conceptual foundation (Lowry et al., 2004; Posey et al., 2013).
Consequently, in this section, we develop the foundation for the term cyberstalking and discuss
the term in the context of social media. Because cyberstalking is a relatively recent
phenomenon, we initiate our discussion of cyberstalking by situating it in relation to key
features of traditional stalking. On this basis, we propose the taxonomy of cyberstalking that

will be used to develop our theoretical model.

CYBERSTALKING AND TRADITIONAL STALKING
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The term cyberstalking derives from stalking literature and generally refers to stalking
that occurs in a cyberworld context. To understand the nature of cyberstalking behavior, we
thus provide a clear definition of traditional stalking. Scholars have attempted to define stalking
behavior from different perspectives, such as psychology, psychiatry, law, and criminology
(Fisher et al., 2002; Kamphuis & Emmelkamp, 2000; Meloy, 2001; Palarea et al., 1999).
However, there is no consensus on the exact definition of cyberstalking (Fukuchi, 2011,
Sheridan & Davies, 2001; Stocker & Nielssen, 2000). Because this study primarily addresses
the underlying mechanism of cyberstalking behaviors, we exclude the legal perspective and

focus on stalking research from psychology and criminology.

We offer a few major definitions of stalking from the literature. From a psychological
perspective, Meloy and Gothard (1995, p. 258) defined stalking as “the willful, malicious and
repeated following and harassing of another person that threatens his or her safety.” Westrup
and Fremouw (1998, p. 258) suggested a behavioral-oriented definition: “one or more of a
constellation of behaviors that (a) are repeatedly directed toward a specific individual, (b) are
unwelcome and intrusive, and (c) induce fear or concern in the target.” In criminology, Fisher
et al. (2002, p. 255) defined it as “the same person exhibiting repeated pursuit behavior that
seemed obsessive and made the respondent afraid or concerned for her safety.” In a survey
supported by the American National Institute of Justice et al. (1998, p. 240), stalking was
defined as “a course of conduct directed at a specific person that involves repeated visual or
physical proximity, nonconsensual communication, or verbal, written or implied threats, or a

combination thereof, that would cause a reasonable person fear.”

Most of these definitions contain three elements, as noted by Meloy (2001): (1) a

behavioral intrusion on another person; (2) implicit or explicit threats arising from the
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behavioral intrusion; (3) fear arising as a result of the threats. However, what we believe is
missing in this synopsis is the foundational element of stalking: “stalkers are motivated by an
obsession with having power, control, and influence over their victim” (Pittaro, 2007, p. 180).
In line with these points, we define stalking as a series of repeated socially intrusive
behaviors—motivated by an obsession with having power, control, and influence over a

victim—that facilitate implicit and explicit threats, and thus induce fear in a victim.

Traditionalists such as Adam (2002) have argued that there is no substantive distinction
between cyberstalking and stalking. In contrast, uniqueness advocates such as Tavani (2002)
have claimed that because the scale and scope of cyberstalking are larger than those of
traditional stalking, cyberstalking can result in special problems that have not appeared in
traditional stalking. Although simplistic definitions of cyberstalking characterize it as
traditional stalking performed via online media, our careful review of the literature and case
studies of cyberstalking leads us to agree strongly with the uniqueness advocates for several

important reasons.

First, Internet technologies and social media currently enable cyberstalkers to gain access
to vast quantities of personal information (Basu & Jones, 2007), which makes stalking harder
to prevent and the consequences for victims more serious than before (Fisher et al., 2002).
Although cyberstalking was previously possible with email, chat rooms, and short message
service (SMS), social media has further facilitated cyberstalking because of its richness and
high volume of personal content. Social media encourages its users to exchange socially rich
information with high levels of interactivity; the easy access to private information may thus
expose users to data leaks (Ellison, 2007). The social connectedness enabled by such media,
combined with the leaks of private data, makes it more difficult for users to protect their

privacy, and they may suffer more cybercrimes as a result (Gross & Acquisti, 2005). Another
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risk is that people tend to subscribe to multiple social media accounts, which may further

increase privacy risks (de Paula, 2009).

Second, the pervasive personal privacy leakage of social media is exacerbated by
exploding mobile computing usage because most of its users continually leak their locations
in real-time to online social media—often without knowledge or consent (Keith et al., 2013).
This newer phenomenon makes cyberstalking increasingly sophisticated and allows it to target
victims in ways not possible in traditional stalking. New and “creepy” applications are being
devised to exploit victims’ privacy because of this new intersection of real-time location data
and social media. To wit, Keith et al. (2013) recently illustrated an example involving i-Free’s
Girls around Me app (Mikhaylova, 2012), which led to its removal from the Apple App
Store™, as they explain: “The app generated a map displaying the locations of single females
in close proximity to the user. The availability of publicly shared personal and location data
through the application programming interfaces (API) of Foursquare and Facebook allowed
Girls Around Me to collect and display the names, personal photos, and most recent location(s)
of single females. The fine line between “social networking app” and “creepy stalker app” was
crossed by its “Make contact!” button, which facilitated the user’s personal introduction to the
female through the push notification feature of the female’s Foursquare app.” Similarly
invasive apps are being continually envisioned and released, creating new rounds of
unsuspecting victims, especially with a new series of apps that are explicitly designed for

spying on boyfriends/girlfriends (Wealth Creation, 2013).

Third, the ubiquity and anonymity afforded by social media enable kinds of interpersonal
relationships not seen in the real world. For example, research on relational behavior on

Facebook has indicated that social media facilitates obsessive relational intrusion behavior
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(Chaulk & Jones, 2011), such as obsession over ex-partners and harassment by ex-partners
(Lyndon et al., 2011). Likewise, anonymity and distance allow people who would not engage
in real-world stalking to engage in cyberstalking behaviors (Pittaro, 2007). Anonymous or fake
identities make it much more difficult for law-enforcement agents to track down stalkers
(Tavani, 2000) Likewise, true anonymity online allows for stalking opportunities that do not
present themselves in the real world (Pittaro, 2007): anonymity allows people to seek revenge,
make rude comments, post embarrassing pictures, and hurt people in ways not possible in the

real world.

Fourth, cyberstalking departs from traditional stalking because it does not have to involve
a series of repeated behaviors. Because information presented via social media “lives forever,”
one negative post or video can “live on” to create emotional trauma in a person, as if
purposefully repeated acts by the initial offender were involved. A startling example is a recent
case of “revenge porn” in which initial postings of nude photos from a jilted lover were almost
immediately removed after the initial posting, but were reposted by others and spread to many
servers over the years, and are still being reposted, thus causing so much trauma that the victim
has felt “cyber raped,” year after year (Miller, 2013). Notably, the postings of the photos by
the jilted lover were not considered illegal, because they were initially taken under her consent
and are considered his electronic property, which he is free to circulate under US guarantees
of freedom of expression (or more precisely, under the lack of current laws dealing with the
emergent phenomenon of “revenge porn”). Hence, such “cyber rape” is a legally protected
behavior in many countries and jurisdictions because of the real-world legal vacuum

surrounding the phenomenon. Stalking laws simply do not apply.
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Fifth, online media allows for novel, pernicious cyberstalking behaviors that are not seen
in the real world or come in unexpected forms, such as anonymous herds of bullies focusing
on one victim, “revenge porn,” virtual fake relationships, sending computer viruses as an act
of revenge, modifying a photo of someone and reposting it to embarrasses him/her, and
solicitation of minors for sexual purposes. Other examples of cyberstalking behaviors greatly
modified from similar behaviors in the real world include online false accusations and threats,
information theft, identity theft, electronic monitoring, and data damage for deviant social
reasons (Bocij & McFarlane, 2002). Consequently, cyberstalking subsumes a rather wide

variety of behaviors not normally associated with traditional stalking.

For example, although sexual solicitation of minors has long occurred, anonymity and
identity cloaking have made social media the tool of choice for pedophiles, because they can
more easily groom and ensnare countless victims who would not be susceptible in the real
world (Dombrowski et al., 2004; Mitchell et al., 2007). In fact, youth Internet users are at

most risk for the most serious forms of sexual solicitations (Mitchell et al., 2007).

Moreover, real-world stalking (e.g., Fox et al., 2009; Fox et al., 2011; McFarlane et al.,
1999) and bullying (e.g., Nansel et al., 2001; Salmivalli et al., 1996) are traditionally studied
separately as different behaviors by sociologists and psychologists. Traditionally, bullying was
almost exclusively studied in terms of juvenile behavior and typically in the context of school
(Nansel et al., 2001; Salmivalli et al., 1996). Meanwhile, such behaviors are so conflated
online, and go well beyond juvenile behaviors, that cyberbullying is generally subsumed under
cyberstalking or the terms are treated as interchangeable (Fukuchi, 2011), and
cyberbullying/cyberstalking are now often studied together. Cyberbullying is an extension of

real-world bullying, which can be defined as a repeated aggressive behavior to harm or disturb
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victims in the context of an imbalance of power (Nansel et al., 2001). Cyberbullying can be
defined as a deliberate, repeated, and hostile behavior to harm people anonymously through
the Internet by leveraging the imbalance of power between bullies and victims (Kowalski et

al., 2012; Smith et al., 2008).

Although the news media tends to focus on extreme cases of cyberbullying—such as those
leading to suicide (Dahl, 2013; Huffingtonpost & Salazar, 2011; Neil Katz, 2010; Telegraph
Reporters, 2013), rape (Neil Katz, 2010), sexual assault (Dahl, 2013), and abuse (Coyne,
2013)— cyberbullying can also involve less pernicious behaviors such as taunts and
intimidation (Neil Katz, 2010), unwanted teasing, and implied threats. The most common
forms of cyberbullying include forwarding private messages and spreading rumors (Claburn,
2007). Similarly, the US National Crime Prevention Council (National Crime Prevention
Council, 2013) summarized common cyberbullying as online behaviors in which people
“pretend they are other people to trick others, spread lies and rumors about victims, trick people
into revealing personal information, send or forward mean text messages, and post pictures of

victims without their consent.”

Because of the many variations of cyberstalking, only a broad definition is possible at
this point in the paper. Hence, we propose a general definition of cyberstalking, which builds
on our definition of stalking, as one or more online postings or behaviors—motivated by an
obsession with having power, control, and influence over a victim or multiple victims—that
facilitate implicit and explicit threats, and thus induce fear in a victim. Our taxonomic work,

presented in the next section, will further challenge and expand on this definition.

PROPOSING A TAXNOMY AND EXPANDED DEFINITION OF CYBERSTALKING
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Again, new areas of theoretical development can progress adequately only with proper
nomenclature for and taxonomies of the phenomenon involved (Lowry et al., 2004; Posey et
al., 2013). Thus, a taxonomy of the facets of cyberstalking is required in order to explain and
predict the phenomenon more effectively. In this section, we first review existing
classifications of cyberstalking/cyberstalkers, and then propose a two-dimension taxonomy of

cyberstalking behaviors. We then refine our proposed definition of cyberstalking.

Several attempts at taxonomies or more elaborate definitions of cyberstalking have
been made in the literature. Although the motivations of stalkers as well as the relationship
between stalkers and victims are widely discussed in cyberstalking research, no common

nomenclature or taxonomy has been produced.

Behavioral Patterns of Cyberstalkers

The first criterion of our taxonomy, the behavioral patterns of cyberstalkers, focuses on
illustrating how and to what extent a cyberstalker gains access to and interacts with the victim.
Again, due to the enormous overlap between cyberstalking and cyberbullying, some of these
categories are more commonly recognized as cyberbullying; again, however, we do not further
distinguish these, as the motivations are largely the same. Based on our comprehensive review
of the literature and real-world cyberstalking cases, we propose three major types of behavioral
patterns adopted by cyberstalkers: (1) cyberstalking in secret, (2) indirect cyberstalking, and

(3) direct cyberstalking. Table 3 expands these into nine variations or subtypes.

Motivations of Cyberstalkers
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The second criterion of our taxonomy, the motivations of cyberstalkers, focuses on
illustrating why the stalking behavior is performed. Based on the various stalking motivations
listed in the relevant studies (Bocij, 2004; Bocij et al., 2002; Bocij & McFarlane, 2002; Bocij
& McFarlane, 2003; QuitStalkingMe, 2011; SAPAC, 2013) and the many behaviors we
observed in the literature, we further summarize and reclassify the stalking motivations into

four groups:

(1) To fulfill cyberstalkers' psychological needs, wishes, or cravings regarding another
person (e.g., obsessive curiosity about someone, wanting to make fun of someone,

venting a bad mood gratuitously)

(2) Toinstill fear in or gain control over a victim

(3) To seek revenge or punish the victim (usually resulting from negative emotions toward
the victim, such as anger and jealousy)
(4) To build a relationship with the victim (including sexual relationships or those acting

out a fantasy)

Although we categorize each of our example behaviors according to a single motivation, we
recognize that a cyberstalker can have more than one motivation. However, for simplicity, we

categorize each behavior in view of its most probable primary motivation.

Toward an Expanded Definition of Cyberstalking

Given the real-world and research examples of actual behaviors and motivations of
cyberstalking, we believe our improved taxonomy improves the understanding of cyberstalking
itself and indicates why it is not a merely a form of traditional stalking. In particular, our two

added dimensions, to the extent that they hold for all cyberstalking cases, lead us to refine our
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definition of cyberstalking as follows: cyberstalking involves one online behavior or a series
of online behaviors that is/are (1) secret, (2) indirect, or (3) direct, targeted toward another
person, group, or organization, and motivated by a stalker’s desire to (1) fulfill psychological
needs, wishes, or cravings regarding another person; (2) to instill fear in a victim or to gain
control over a victim; (3) to seek revenge or punish the victim; or (4) to build a relationship

with a victim.

PROPOSING A THEORETICAL MODEL OF CYBERSTALKING

This section begins with a review of theories that can be used to explain cyberstalking.
Our taxonomy highlights that cyberstalkers can have a number of motivations, which
motivations greatly outnumber the more limited set found in traditional stalking. Thus, a useful
theoretical model of cyberstalking needs to account reasonably for these possible motivations.
To do so systematically, we reviewed a wide number of theories of the intrapersonal,
situational, and interpersonal levels that most likely encompass these motivations. Based on
this critical review, we propose a theoretical model of cyberstalking based on the five theories
from this review that we identify as the most efficacious in explaining cyberstalking. First,
three theories are selected for the intrapersonal level: the emotional theory of stalking

(Spitzberg, 2000), neutralization theory (Sykes

& Matza, 1957), and the self-control theory of crime (Gottfredson & Hirschi, 1990). Second,
we use rational choice theory (Becker, 1968) as a broad theory for situational-based decision
making. Third, for our interpersonal theory, we leverage the social learning theory of crime

(Akers, 1973).

INTRAPERSONAL-LEVEL THEORIES EXPLAINING CYBERSTALKING
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Theories at this level typically emphasize the cognitive and emotional factors that affect
outcomes within a person or occurring within one’s mind. The theories, on this level, that we
believe are relevant to cyberstalking include the emotional theory of stalking, the neutralization

theory, and the self-control theory of crime.

Emotional Theory of Stalking and Cyberstalking

In developing the emotional theory of stalking, Spitzberg (2000) pointed out two
negative emotions that deserve attention: shame and anger. These emotions can contribute to
explaining the emotional mechanism of cyberstalking. Anger can be the catalyst that
encourages a person to cyberstalk (e.g., for revenge). Because most cyberstalking behaviors
violate social norms, a cyberstalker is likely to experience shame both before and after the
cyberstalking behavior, and possibly because of high levels of anger itself. Following this line
of reasoning, because we are focused on the predictors as opposed to the results of

cyberstalking, shame is particularly useful in our theoretical model.

Shame can be invoked in two major ways: by breaking a moral code or by being put in
a negative social light. Either form of shame should decrease cyberstalking. To experience
guilt-induced shame, one must have an underlying moral or ethical code that they transgress,
and this transgression facilitates the guilt needed for this form of shame to occur (Spitzberg,
2000; Tangney et al., 1996). Morality and shame and thus intertwined (Lamb, 1983), though
shame is a broader concept than moral guilt. It is possible to experience shame for factors
outside of from transgressing a moral code, such as something in general reflecting negatively

about one’s identity (e.g., unflattering photo) (Olthof et al., 2004).
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If potential cyberstalkers believe that cyberstalking actions will violate moral codes,
they are likely to feel guilt and subsequent shame; such uncomfortable feelings will make them
less likely to cyberstalk others. Likewise, if potential cyberstalkers feel cyberstalking could put
themselves in a negative light in which they would experience shame, they are less likely to
cyberstalk. For example, IT literature shows that people with strong moral or ethical
dispositions are less likely to commit purposeful security violations (Myyry et al., 2009) or are
more likely to adopt anti-plagiarism software (Lee, 2011). More recently, Siponen et al. (2012)
explain moral beliefs, with its associated guilt and shame production, as a key catalyst in
preventing software piracy. As an important limitation to the scope of this theory is that it does
not apply well to sociopaths. Sociopaths are people who suffers from psychopathy, in which
they are abnormally immune to the influence of morality and ethics in their behaviors, among

other personality disorders (Koenigs et al., 2011; Young et al., 2012).

Neutralization Theory and Cyberstalking

Originating in criminological research, neutralization theory has been widely used in
explaining delinquent behavior. One of the basic assumptions of neutralization theory is that
people who engage in delinquent behavior also “believe in the norms and values of the
community in general” (Siponen & Vance, 2010, p. 489). Earlier studies had proposed that
there is a distinction between “acts that are wrong in themselves” and “acts that are illegal but
not immoral” (Sykes & Matza, 1957, p. 667): the former will cause significantly more guilt in

the delinquents than the latter.

Therefore, non-sociopathic people feel guilty and ashamed when they realize that their

own behaviors do not comply with established moral standards, which in turn prevents them

SOUTH ASITAN LAW & ECONOMICS REVIEW
ISSN 2581 6535 [VOLUME 4]
2019




A Creative Connect International Publication 105

from performing illegal and improper behaviors. However, before engaging in delinquent
behavior, delinquents tend to justify such behavior subjectively, and certain neutralization

techniques help them to justify their delinquent behaviors as moral and proper.

Siponen and Vance (2010) further adopted neutralization theory to explain law-abiding
and rule-breaking actions using IT in organizations. Their empirical study additionally
supported the argument that a set of neutralization techniques outlined in the criminology
literature helps employees to rationalize their rule-breaking behaviors in the IS context.
Although neutralization theory is not yet widely used in the IS field, similar perspectives have
been used to explain the problematic use of information systems. For instance, Harrington
(1996) argued that by denying responsibility for the potential consequences, employees are
more likely to perform computer abuse behavior. In addition, Puhakainen (2006) found that
employees sometimes failed to comply with rules requiring the encryption of confidential
emails because they thought the company was at fault for failing to make the rules clear. From
the standpoint of these studies, people use certain techniques to persuade themselves that some
of the deviant behaviors they want to perform are actually reasonable, and this process
contributes significantly to their eventual actions. Following the research of Siponen and Vance
(2010), Gregory and Brekashvili (2012) adopted neutralization theory to understand
employees’ whistleblowing intentions, while Li and Cheng (2013) combined neutralization
theory with rational choice theory to propose that neutralization techniques contribute
significantly to Internet abuse in the workplace. To summarize, these studies have indicated
that neutralization theory can be applied to explain problematic and delinquent behavior in the
cyberworld context, especially when the risk to the offender is relatively low (Li & Cheng,

2013).
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Examples of neutralization techniques used by delinquents to justify their behaviors
include denial of responsibility, denial of injury, denial of the victim, condemnation of the
condemners, appeal to higher loyalties (Sykes & Matza, 1957), the metaphor of the ledger
(Klockars, 1974), and the defense of necessity (Minor, 1981). Table 4 summarizes the relevant
neutralization techniques examined in previous studies and offers corresponding examples of

neutralization techniques that could be used to justify cyberstalking.

Before performing a cyberstalking behavior, it is likely that cyberstalkers will engage
in multiple neutralization techniques to justify their behavior. Which ones they choose is not
as theoretically important for our model as the key proposition is that they will engage in
neutralization as a key facilitator of cyberstalking. Under this assumption, when cyberstalkers
attempt to justify their delinquent behavior, they will adopt a certain combination of these

techniques to realize the overall neutralizing effect at which they aim.

One of the basic assumptions of neutralization theory is that moral beliefs serve as
obstacles to performing delinquent behavior (Siponen et al., 2012). Similarly, several security-
related studies in IS outside of neutralization identify morality as an information sanction or
impediment against inappropriate online security-related and piracy behaviors. (Lee, 2011;
Myyry et al., 2009; Vance & Siponen, 2012). Neutralization then serves as a psychosocial
method to overcome such psychological obstacles: using multiple techniques of neutralization,
cyberstalkers will diminish their sense of guilt and shame and ultimately facilitate their
cyberstalking. In addition to this indirect relationship, metaphor of the ledger help cyberstalkers
claim that it is “just” and their “proper right” to cyberstalk others, which directly increases the
cyberstalking. If this is the case, then a more moral person is less likely to succumb to

neutralization.
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Self-Control Theory of Crime and Cyberstalking

The final intrapersonal theory we leverage is the general theory of crime, also
called the self-control theory of crime, which argues that individuals with low self-control
are more likely to commit crime when presented with the opportunity (Gottfredson &
Hirschi, 1990). Gottfredson and Hirschi (1990) did not provide a clear operational
definition of self-control, they simply used low self-control and high self-control ““as labels
for this differential propensity to commit crime” (Akers, 1991, p. 204). Specifically, risk
seeking, impulsivity, a temperamental personality, shortsightedness, self-centeredness,
and a preference for physical activities are regarded as six traits representing low self-
control. People with these traits will have a lower degree of self-control and therefore a

stronger inclination to engage in criminal actions.

Self-control theory is widely used to understand various criminal behaviors, including
academic cheating (Bolin, 2004), fraud (Holtfreter et al., 2008), date violence (Schreck et al.,
2008), theft (Schreck, 1999), and the like. Tibbetts and Gibson (2002) suggested that low self-
control is one of the most important factors influencing criminal decision making. Fox et al.
(2009) first applied self-control theory in the context of stalking and suggested that low self-
control is related to both stalking behaviors and stalking victimization; its relationship to
stalking victimization was significant only among women. Bossler and Holt (2010) further
proposed that self-control theory can be expanded to explain cyberworld victimization and that
low self-control contributes significantly to cyberworld victimization under low-risk situations.
Similarly, to understand information security policy violation, Hu et al. (2011) integrated self-
control with other rational choice factors in their research. In view of these studies, it is useful

to adopt self-control theory in the context of cyberstalking.
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According to self-control theory, people with a low degree of self-control are less able
to control their emotions and behaviors and thus are more inclined to seek immediate
gratification. The personal trait of low self-control makes them more emotion-driven and
directly forms the intention to perform delinquent behavior regardless of other rational
considerations. Thus, they are more likely to have a higher degree of cyberstalking as “an
efficient and effective means to satisfy immediate gratification” (Bossler & Holt, 2010, p.

228).

SITUATIONAL-LEVEL THEORIES EXPLAINING CYBERSTALKING

Theories on the situational level are designed to account for the situational factors of the
external environment, such as economic, social, or IT factors. Different theories provide
different explanations for how these factors facilitate negative behaviors such as stalking. For
example, routine activities theory concentrates on the circumstances in which criminals carry
out predatory criminal acts. This theory emphasizes that most criminal acts require the
convergence in space and time of likely offenders, suitable targets, and the absence of capable
guardians against crime (Cohen & Felson, 1979). Holt and Bossler (2008) applied routine
activities theory to the empirical study of cyberstalking; they found that individual and peer
involvement also significantly increased the risk of victimization in computer crime and
deviance. Reyns et al. (2011) developed an adapted lifestyle-routine activities theory
specifically for the cyberstalking context; they distinguished many significant predictors,
including exposure to risk, online proximity, online guardianship, and online deviance.
However, as these studies have illustrated, the use of routine activities theory in cyberstalking

best focuses on the perspective of the victim rather than that of the stalker; therefore, it is not

SOUTH ASITAN LAW & ECONOMICS REVIEW
ISSN 2581 6535 [VOLUME 4]
2019




A Creative Connect International Publication 109

appropriate for explaining the internal mechanisms of cyberstalking behavior under

investigation here.

As a more promising theory, Becker (1968) initially introduced rational choice theory
(RCT) into the literature as an extended economic approach to crime. Drawing upon economic,
political, and sociological research, the rational choice approach assumes that individuals, on
the microeconomic level, analyze and plan to make reasoned decisions for a given situation or
context (McCarthy, 2002). RCT argues that, in the process of rational decision making, people
primarily identify alternative actions and the likely outcomes of each (Bulgurcu et al., 2010).
The rationality is determined by balancing the costs against the benefits of one’s actions to
maximize personal advantage. The calculus of perceived expectations not only refers to
material goods, but also includes a vast array of outcomes (McCarthy, 2002). Hence, the
decision to perform a criminal behavior represents an overall assessment of costs and benefits
shaped by an individual’s perception of the criminal action (Bulgurcu et al., 2010). Because of
its economic contributions and the empirical reality of crime, the RCT approach has been
widely used in criminology research in conjunction with other theoretical frameworks, such as

those emphasizing moral beliefs, deterrence, and self-control (Hu et al., 2011).

General deterrence theory (GDT) is also a well-established theory in criminology; it
posits that deviant behaviors could be deterred by the administration of disincentives and
sanctions relevant to the deviance (Ehrlich, 1973). The key assumption of GDT is that
specific punishments will prevent offenders from committing the crimes and that the response
to punishment (e.qg., fear) will prevent others from committing similar crimes (Gottfredson &

Hirschi, 1990). This assumption is the basis for the two central tenets of GDT: certainty of
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sanctioning and severity of sanctioning (Blumstein et al., 1978). According to GDT,
organizations can predict the offender’s behavior by assessing the two dimensions of

sanctions and inhibiting the deviant behavior by administrative disincentives.

Like RCT, GDT takes into account some of the costs of deviant behavior. However,
GDT focuses exclusively on the sanctions of deviant behavior, which focus is too narrow to
explain a lot of cyberstalking phenomenon. Although the punishments or disincentives can be
viewed as the cost of deviant behavior, some cyberstalking that is harmful to the victims (e.g.,
searching private information without permission) may not be sensed, especially because
anonymity is a major facilitating factor; therefore, it is not easily prevented by traditional
sanctions. Furthermore, because anonymity can cloak cyberstalkers’ identities, the risk of
sanctions is much lower in cyberstalking than real-world stalking. Because RCT considers
both the benefits and costs of deviant behavior, we believe it is more appropriate than GDT

for explaining cyberstalking behavior.

Another advantage of adopting RCT is that it can be used to complement neutralization
theory. Neutralization theory explains the rationalizations used by cyberstalkers, but RCT can
better explain the motivations of cyberstalking. If this is true, the intention that accrues to the
individual from cyberstalking is partially or largely influenced by the individual’s perception
of the costs and benefits of potential outcomes. Thus, we use RCT to identify those
cyberstalking-related consequences—the rational calculus of the costs and the benefits. In our
context, the outcomes of an individual’s stalking behavior are the contemplation of costs (e.g.,
risks and punishment) and benefits (e.g., accomplishment and materials) of the associated
action. We define the perceived benefit of cyberstalking as the overall expected favorable

consequences for an individual engaging in cyberstalking, whereas the perceived cost of
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cyberstalking is defined as the overall expected unfavorable consequences (Bulgurcu et al.,

2010).

Following Bulgurcu et al. (2010) and Hu et al. (2011), we include perceived extrinsic
and intrinsic benefits as the favored consequences of cyberstalking. Perceived extrinsic
benefits refer to the material benefits (e.g., rewards) as external motivations for
cyberstalking. Conversely, perceived intrinsic benefits are an individual’s intrinsic
motivations—such as the contentment, satisfaction, accomplishment, and fulfillment derived

from cyberstalking itself—to cyberstalk someone in social media (Bulgurcu et al., 2010).

Previous studies have also recognized that the risk of getting caught will deter
individuals from committing crimes (Siponen & Vance, 2010). This cognitive characteristic of
individuals will affect how the costs of desired actions are perceived (Hu et al., 2011).
Obviously, “opportunities linked to a low risk of being caught” are less costly and more
favorable than the “opportunities linked to a high risk” (Seipel & Eifler, 2010, p.173).
Importantly, although perceived risk will decrease cyberstalking, because of greater
anonymity, social distance, and fewer legal controls, the risks of cyberstalking will frequently
be seen as lower than those of traditional stalking. Nonetheless, from an RCT perspective these
potential risks and costs can be represented in terms of intrinsic costs (Bulgurcu et al., 2010),
formal sanctions (severity and certainty) (Bulgurcu et al., 2010), and informal sanctions (Vance
& Siponen, 2012). We omit intrinsic costs, because these include guilt, embarrassment, and
shame (Bulgurcu et al., 2010), which are already sufficiently represented in our model.
However, we include informal sanctions, which include the idea of guilt but adds the important

elements of social disapproval from friends and peers. Summarizing this section, we propose:
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Moderation Effects of Self-Control on Cyberstalking

Finally, in our model, we discuss the possible moderating effects of low self-control.
We add this possibility because a significant amount of the literature has discussed the
relationship between self-control and rational thinking (Baron et al., 2007; Bossler & Holt,
2010; Fox et al., 2009; Hu et al., 2011; Piquero & Tibbetts, 1996; Seipel & Eifler, 2010).
According to these studies, self-control not only serves as an alternative factor of rational
choice measures that have a direct influence on the intention to perform delinquent behavior,
but it also moderates the relationship between rational choice factors and the behavioral
intention. Individuals with low self-control are less likely to calculate the risk and benefit
involved in their real-world stalking behavior (Fox et al., 2009), and this is likely in
cyberstalking, as well. That is, those with low self-control are simply less, rational in general.

They do things more out of impulse then out of cost-benefit considerations.

INTERPERSONAL-LEVEL THEORIES EXPLAINING CYBERSTALKING

Theories on the interpersonal level usually consider the influence of social relations.
The social experience of stalkers as well as their interaction within their social network would
certainly be useful in understanding cyberstalking. In particular, social learning theory posits
that crime is a social behavior learned largely by interacting within intimate groups (e.g.,
peers); that is, a criminal or delinquent actor models and imitates the deviant behavior of fellow

group members.

We adopt the social learning theory in the context of cyberstalking for several reasons.

First, although social learning theory is widely used as a general theory to explain most deviant
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behaviors, it was originally designed by Akers (1973) and Bandura (1977) to explain offending

and related behavior, which is indeed consistent with our context.

Second, previous studies have already adopted social learning theory to explain general
stalking behaviors. Fox et al. (2011), for instance, applied it to examine the social factors
related to stalking and concluded that the four explanatory variables of social learning theory

are important predictors of both stalking perpetration and victimization.

Third, social learning theory has been shown to be effective not only in understanding
traditional deviant and criminal behavior, but also in understanding deviant and criminal
behavior occurring in the cyberworld context—for instance, in general criminal computer
behavior (Rogers, 2001; Skinner & Fream, 1997), software piracy (Higgins, 2006; Higgins &
Makin, 2004), and computer abuse within organizations (Lee & Lee, 2002). All these studies
have provided theoretical and empirical evidence that various deviant and criminal actions in

the cyberworld are, like their real-world counterparts, partially learned from social interactions.

Finally, the social media context of this study is highly social and interactive by its very
nature; social media fuels such social interactions and mimicking behaviors. Given the
importance of social influence and interaction in social media, it is natural to expect that a
social learning process can have an important influence on individual cyberstalking behavior.
This is particularly true in mimetic behavior, such as group bullying and insulting posts. In
fact, we may be witnessing a social shift in which much traditional socialization is now learned

by children and adolescents online (O'Keeffe et al., 2011).
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As a general theory explaining criminal behaviors, social learning theory was built on
the differential association-reinforcement theory (Burgess & Akers, 1966) and later further
developed by Akers (1973), who introduced alternative variables such as definitions and
imitation. Therefore, it maintains a comprehensive perspective (Rogers, 2001). There is a
significant amount of discussion in the literature where its overlaps with RCT (Akers, 1990)
and interacts with self-control theory (Higgins, 2006; Higgins & Makin, 2004). Because we
focus specifically on how the social interaction process within intimate groups influences the
behavioral patterns of cyberstalkers, in this section we adopt differential association as the most
relevant variable from the interpersonal level and omit the overlapping elements in order to

reflect the influence of social interaction with peers.

The other three variables from the social learning theory—differential reinforcement,
definitions, and imitation—are excluded for the following reasons. First, although they all
reflect the key idea of social learning theory that deviant behaviors are learned within the social
interaction process, they overlap significantly with theories from the intrapersonal level (i.e.,
neutralization theory and self-control theory) and situational level (i.e., rational choice theory),
and do not belong exclusively to the interpersonal level. For instance, differential
reinforcement is highly similar to RCT variables (i.e., benefits and punishments), which
construe deviant behaviors from an economic perspective, whereas definitions, which reflect

the inner attitudes and beliefs of stalkers, will further influence the neutralization process.

Second, while discussing the interrelationships among the four social learning
variables, Akers et al. (1979) claimed that differential association occurs first in the social
learning process and that the other three variables largely depend on it. Consequently,
differential association is pivotal and foundational. Without it, it is meaningless to discuss the

reinforcement and imitation process or how definitions are formed in the minds of individuals.
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Third, with respect to the social learning theory, the variable of definitions emphasizes
the inner moral value formed from past experiences that may further influence the use of
neutralization techniques, whereas differential reinforcement and imitation describe how past
experience will influence the perceived benefits and risks. Thus, definitions, differential
reinforcement, and imitation have a less direct influence on determining a deviant behavior in
a specific situation. As a result, their influence has been frequently insignificant in empirical
studies (Skinner & Fream, 1997). Thus, for theoretical parsimony, we adopt differential
association as the most relevant variable from social learning theory and exclude the other

three.

Differential association attempts to capture the extent to which individuals are exposed
to deviant behavior through their association with others. According to social learning theory,
deviant behaviors are learned from models that emerge in social interactions. Thus, individuals
who are more frequently exposed to cyberstalking behaviors are more likely to learn to
cyberstalk others. In contrast, individuals who are less frequently exposed to cyberstalking
behaviors are less likely to form the motives and habits to cyberstalk others or to gain the skills

necessary to do so.

DISCUSSION

Although stalking is widely studied in the traditional offline context, few
comprehensive studies and theories explain and predict stalking behavior in the cyberworld
context. The problem is due partly to the divergent conceptualizations and taxonomies of

cyberstalking. Our study thus starts by proposing a common nomenclature for and taxonomy
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of cyberstalking, which can be used by researchers and practitioners to better understand its
differences from traditional stalking. We then propose a meaningful theoretical model that
captures, and can explain and predict, the most likely motivations and behaviors involved in
cyberstalking. Our model integrates five theories within three levels: the intrapersonal level
(emotional theory, neutralization theory, and self-control theory), the situational level (rational

choice theory), and the interpersonal level (social learning theory).

Although our model integrates five theories, we believe that neutralization theory forms
the foundation of our model, and that the other theories provide additional explanation. We
suggest that neutralization theory can be used to explore cyberstalking and that it is appropriate
for our context of social media for several reasons. First, neutralization theory fits the context
of cyberstalking well. Although cyberstalking is generally regarded as deviant behavior and
usually inflicts harm on the victim, the motivation of cyberstalkers is not always purely
negative. For instance, sometimes they cyberstalk others out of curiosity and admiration, and
even because they want to build a relationship with the victim (albeit often in a misguided
approach). Moreover, with the development of Internet tools and social media, cyberstalking
has become widespread. Consequently, to the extent cyberstalkers feel any degree remorse,
shame, or moral reservations in their behavior, neutralization techniques help them overcome

their reservations against cyberstalking.

Second, compared with other theories, neutralization theory can be generalized
effectively to cyberstalking behavior and is particularly illuminating in the low-risk contexts
of social media. According to Seipel and Eifler (2010), when rational choice theory is used to
explain individual behavior, it has strong explanatory power for high-cost situations. Only

when the cost is sufficiently high will the delinquent seriously calculate the costs and benefits
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to decide whether to perform delinquent behaviors. In contrast, neutralization theory describes
techniques used to overcome moral constraints rather than to lower the risks of being punished.
In terms of the context of this study, most cyberstalking cases do not constitute crimes, and
certain technological affordances of the Internet, such as the high degree of anonymity and
virtual identities, make it difficult for cyberstalkers to be punished or socially censured. Hence,
cyberstalking is generally much less risky to the perpetrator than real-world stalking. Because
neutralization theory focuses on moral constraints instead of personal risk, it thus represents an
effective tool for explaining deviant behaviors in the relatively low-risk context of

cyberstalking.

Third, although neutralization theory has been applied primarily in organizational
contexts in previous IS literature (Gregory & Brekashvili, 2012; Harrington, 1996; Li & Cheng,
2013; Puhakainen & Ahonen, 2006; Siponen & Vance, 2010), we believe it can be used more
convincingly to explain individual behaviors in the general social environment. Derived from
criminology to explain individual deviant behavior, neutralization theory helps to clarify how
deviants view their illegal behaviors as morally correct by using their delinquent subculture to
distort the generally accepted culture (Sykes & Matza, 1957). In organizational studies, if the
mainstream organizational culture’s policies and rules are not widely known and not accepted
by employees, they do not need the neutralization process to break them. However, in the
cyberworld and social media context, the general cultures’ real-world moral rules are widely
known and, to some degree, still effective in regulating netizens’ behavior. We also argue that
deviant behavior at work is far more risky that deviant (often anonymous) behavior online.
Hence, we believe that neutralization applies even more strongly to cyberstalking than in

organizational settings.
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Nonetheless, the other theories we isolated—the emotional theory of stalking, self-
control theory, rational choice theory, and social learning theory—provide important additional
explanations of cyberstalking. The theories from the intrapersonal level (the emotional theory
of stalking and self-control theory) provide explanatory variables such as neutralization, shame,
and self-control to reflect the impact of mental activities, inner perceptions, and personality
traits on cyberstalking. Using explanatory variables such as perceived benefits and risks,
rational choice theory, as a situational-level theory, helps to predict the cyberstalking based on
specific situations. Finally, as an interpersonal-level theory, social learning theory emphasizes
how interactions with the social environment influence individual cyberstalking behavior. By
integrating all these explanatory variables into a coherent model, we can now better understand

how to explain and predict cyberstalking behaviors.

In closing, aside from empirically testing our model, several more theoretical
possibilities remain. For one, the model could be expanded to consider cyberstalking
continuance. Like other continuance models, the roles of habit or even addiction can come into
play. Habit formation derives from positive feedback loops of positive emotional arousal from
a specific behavior, and in systems use has been shown to link to continuance in (Khalifa &
Liu, 2007). (Limayem et al., 2007; Polites & Karahanna, 2013). Positive feedback experiences
in cyberstalking could thus lead to habit in cyberstalking, or to cyberstalking continuance. Such
phenomenon would thus help explain people who keep cyberstalking even when they get
caught, such as the famous case of Anthony Weiner’s multiple sexting scandals (Anonymous,

2013a).

The role of sociopathy in cyberstalking also introduces intriguing possibilities: To
include sociopaths, the model would need to contextually drop morality, shame, and guilt when

a sociopath is involved because they are generally immune to these emotions when making
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behavioral decisions (Koenigs et al., 2011; Young et al., 2012). Neutralization and RCT would
likely play a stronger role for sociopaths than people with a degree of moral conscience.
Certainly, theoretical development and empirical research on cyberstalking has many exciting

and intriguing possibilities.
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