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ABSTRACT

Among the main achievements of the CIIP policy are establishment of the European Forum for
Member States and of the European Public-Private Partnership for Resilience; carrying out of
pan-European exercises (Cyber Europe 2010 and 2012); adoption, by ENISA, of a minimum
set of baseline capabilities and servicesand related policy recommendations for
National/Governmental Computer Emergency Response Teams (CERTS) to function
effectively.

In some cases, the Cybersecurity strategy is taking forward such actions (for example, in
carrying out pan-European exercises). In other cases, the voluntary approach of the CIIP policy
would be strengthened by the proposal for a Directive on network and information security,
which would require the Member States to put in place a minimum level of capabilities at
national level and to co-operate cross-border. This paper alludes to the legal challenges

confronted by the authorities’ in implementing them.
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INTRODUCTION

The identification of Critical Information Infrastructure Protection (CIIP) priorities and
strategies is a complex but imperative topic for Governments. States and members of society
depend on the proper functioning of their Critical Infrastructure (CI) services such as energy
supply, telecommunications, financial systems, drinking water and governmental services. In
turn, these Cls often critically depend on the proper functioning of Critical Information
Infrastructures (CII). Cls are widely defined as: “Those infrastructures which are essential for
the maintenance of vital societal functions, health, safety, security, economic or social well-
being of people, and the disruption or destruction of which would have serious consequences”.!
Critical Infrastructure Protection is also defined as: “All activities aimed at ensuring the
functionality, continuity and integrity of ClI in order to deter, mitigate and neutralise a threat,

risk or vulnerability. "

Ever since March 30", 2009, the European Commission adopted a Communication on Critical
Information Infrastructure protection (CIIP) focusing on the protection of Europe from cyber
disruptions by enhancing security and resilience. The Communication launched an action

plan, also involving Member States and the private sector. It is based on five pillars:

a) preparedness and prevention,

b) detection and response,

c) mitigation and recovery,

d) international cooperation and

e) Criteria for European Critical Infrastructures in the field of ICT."

Two years later, in March 2011, the Commission took stock of the results achieved that far and
announced follow-up actions in the Communication on CIIP on “Achievements and next steps:
towards global cyber-security”. This Communication concluded that purely national
approaches to tackling security and resilience challenges are not sufficient, and that Europe

should continue its efforts to build a coherent and cooperative approach across the EU.
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In its Conclusions on CIIP of 27" of May 2011, the Council of the European Union stressed
the pressing need to make ICT systems and networks resilient and secure to all possible
disruptions, whether accidental or intentional; to develop across the Union a high level of
preparedness, security and resilience capabilities and to upgrade technical competences to help
Europe face the challenge of network and information infrastructure protection; and to foster
Member States' cooperation by developing incident cooperation mechanisms between them.

Two Ministerial Conferences on CIIP took place respectively in Tallinn in 2009 and in
Beglamoured in 2011". Tallinn started the debate on the general direction of the European
efforts towards an increased network and information security for the future.
Beglamoured provided a forum to take stock of progress, assess lessons learnt and discuss the
challenges ahead and next steps. It also investigated the way forward to engaging all

stakeholders and in particular the private sector.

The European Parliament Resolution of 12" of June 2012 on “Critical Information
Infrastructure Protection: towards global cyber-security”, broadly endorsed the 2011
Communication and made recommendations to the Commission for the way forward. Many of
these recommendations have been taken on board in the Cybersecurity strategy and proposal
for a Directive on network and information security published in 2013."!

THE CIIP UNIT IN PRACTICE: THE LEGAL CHALLENGES""

Critical Information Infrastructure Protection (CIIP) is universally acknowledged as a vital
component of national security policy. For the sake of protection of their critical infrastructure,
some countries (in particular, the Western European and North American states) have
established sophisticated and comprehensive CIIP organizations and systems, involving
governmental agencies from different ministries, with a variety of initiatives. These programs
try to cover all the different facets of CIIP, ranging from reducing vulnerabilities and fighting
computer crime to defense against cyber-terrorism. However, due to their complexity and
country context, these CIIP models are not necessarily applicable to other countries. Hitherto,
many existing solutions are resource-intensive and therefore not suitable for most countries in
the world. For states that are starting to develop their own CIIP policy, it is often difficult to

identify best practices and good examples. Many of these states may not have the same
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resources as the industrialized nations and cannot build complex and comprehensive
organizations; rather, they can only focus on implementing only the most urgent measures.
This paper provides a generic framework to help these countries to determine their response to
the challenges of CIIP. It draws on different existing CIIP models the Swiss CIIP model, to
suggest a functional model for a CIIP unit that can promote collaboration between existing
stakeholders to protect the state’s critical infrastructure and services. Over the last couple of
years, the Swiss Reporting and Analysis Center for Information Assurance (MELANI) has
proved a good example of a small, but effective CIIP organization.""" The generic model for
CIIP presented here is not a cure-all; instead, this paper offers a few building-blocks for a
functional CIIP unit. By concentrating on top priorities, cooperation between various
stakeholders, flexibility and adaptability, relatively inexpensive solutions can be developed to
meet country-specific needs. As the structure of the CIIP unit must be designed in relation to
its essential tasks, identifying the main duties and responsibilities is vital.

Although we have described the structure and organization of the CIIP unit in this section, we
would be polite to a fault to evade the influence of the European Laws on the American
legislative, primarily because, Europe experienced the Estonia Cyber Attack and promulgated
her laws through the EU Parliament. The USA, on the other hand has not to date experienced,
such a disaster, but she is vulnerable to be exposed to such an attack in the future. Hitherto, in
this Section we examine how the unit could work in practice using a case study to illustrate the
internal and external processes that are triggered by incidents. The case study presented in the
following is fictitious and represents an ideal response; the attack (a phishing attack, currently
one of the most frequent types of targeted attacks) and the reaction of the CIIP unit are
described based on realistic assumptions. The phases of detection, incident response and

follow-up are shown, albeit this case study describes only one of many possible scenarios.

Phase 1: Detection of the Attack

The case study assumes of a phishing attack on a bank that is a member of the Closed Customer
Base (CCB). Because such an attack may be detected in different ways, the detection process
is described in three different scenarios. * Scenario 1: the bank reports the attack. In this
scenario, the affected bank directly notifies the CIIP unit via its representative(s) and seeks

assistance. The bank may have detected the attack either during a routine checkup or because
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it has investigated irregularities, or after having been notified by its clients. In this scenario, the
CIIP unit is not directly involved in detection. It may verify the suspicion by asking the CERT
team and the analysts of the Situation Center to investigate; otherwise, it may proceed
immediately to incident response. ¢ Scenario 2: a client of the bank reports the attack. A key
feature of phishing attacks is their focus on the clients of a bank as the weakest link in the chain
of defense. Thus, clients are often the first to detect the attack. In scenario 2, clients who
received suspicious e-mails in which they were asked to indicate their passwords contact the
cyber-crime unit of the police. This unit passes that information to the CIIP unit, which
analyzes the information and informs the affected bank. In this scenario, the reporting of
incidents by citizens (via the cyber-crime unit) results in the early detection of attacks. Thus,
in this scenario, the CIIP unit acts as central platform for information exchange and makes sure
that imperative information is conveyed in a timely manner to the appropriate people. ¢
Scenario 3: the attack is detected by investigations of the CIIP unit. Both the CERT team and
the analysts of the Situation Center are constantly monitoring critical indicators. In addition,
they have access to a worldwide network of contacts in other CERT teams and analysts. Thus,
in scenario 3, the CIIP unit detects the attack due to its own investigations or to information
from various contacts. The CIIP unit should verify the findings and notify the target as soon as
possible. In this scenario, the CIIP unit plays a leading part in the whole process of detection.
These three scenarios indicate the importance of the national and international network and of
both customer bases. In order to detect an attack as early as possible, the CIIP unit needs to
remain vigilant in every direction. The process of incident response and the follow-up is the

same, however, regardless of how the attack was detected.

Phase 2: Incident Response

Since time is a crucial factor in countering attacks, the CIIP unit must initiate incident response
measures promptly. Attacks are carried out at any time; therefore, the CIIP unit must be ready
to respond to incidents at night or over weekends. For the purposes of our example, it is
supposed that the phishing-attack is detected by the bank (according to scenario 1) on a Sunday
morning. In the afternoon, the bank alerts the CIIP unit via the 24/7 helpdesk. Due to its prior
close cooperation with the responsible bank staff, the CIIP unit can be sure that the alert is
justified. Thus, the incident response process is initiated immediately. First of all, further
damage must be avoided. The CERT team — informed by the help desk — begins to take down
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the redirect servers. The major redirect servers are placed in other countries; therefore, the
CERT team uses its contacts with other international CERTSs. Despite its well-established
international contacts, taking down all redirect servers requires several days. In the meantime,
the CIIP unit tries to alleviate the consequences of the phishing attack by filtering the phishing
mails. In order to set up such filters, contacts in the telecommunication sector are activated.
Since the scenario of phishing attacks has recently been discussed in workshops and was part
of an exercise, the partners of the telecommunication sector are familiar to the problem. In
close collaboration with the CERT team, the filters are installed only a few hours after the
detection of the attack. From the start of the incident response phase, the Situation Center keeps
the affected bank informed about all measures taken. With the consent of the target, it also
informs the other members of the financial sector about the nature of the phishing attack in
order to allow them to take precautions. In addition, a staff member of the Situation Center
briefs the public on phishing in a news broadcast on Sunday evening, so that people who read
their e-mails on Monday morning will not be taken in by the phishing attack. The incident
response phase ends three days later, when the CERT team reports that due to the close
collaboration with a CERT team in another country, the major redirect server has been taken

down. The immediate threat of the attack is now eliminated, and the follow-up phase starts.

Phase 3: Follow-up Treatments

Learning from incidents is a key element of future protection measures. In order to gain insights
into future trends, the CERT team analyzes the technical characteristics of the attack and
discusses the attack with national and international experts. Meanwhile, the analysts of the
Situation Center draw up a final report of the incident in cooperation with the affected bank.
Again, with the consent of the target, all lessons learned are made available to other members
of the Closed Customer Base. For the target, the most imperative follow-up treatment is the
prosecution of the perpetrators of the attack. Since the bank may lack experience or resources
for the prosecution of Internet frauds, it appreciates the advice supplied by the CIIP unit. The
CIIP unit cannot take charge of the prosecution itself, but it refers the target to the responsible
authorities. Of course, the CIIP unit supplies all results of its investigations (e.g., the location

of the redirect server) to the law enforcement agency.
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Summary of the Proceedings

As follow-up efforts are not very time-consuming, the basic work with regard to the phishing
attack may be completed within several days. However, this is only possible if the CIIP unit
cooperates with various national and international partners and if the CERT team and the
Situation Center share the work efficiently. The fictitious case study presented here illustrates
an ideal case — in reality, delays and other problems can occur. Nevertheless, the case study

offers valuable insights as to how the CIIP unit could work in practice.

INFORMATION SHARING

Albeit the sharing of information has been the centerpiece of both the government’s and the
private sector’s efforts over the past several years to protect critical information systems, most
information sharing still occurs through informal channels. Fundamental questions persist
about who should share what information, when, how, why, and with whom. One reason for
the lack of progress, according to private industry representatives, has been the lack of clarity
regarding the benefits and associated liabilities in sharing information within and between
industry sectors and with the government. For example, information sharing could lead to
allegations of price fixing, restraint of trade, or systematic discrimination against certain
customers; it could raise privacy concerns, expose proprietary corporate secrets, or reveal
weaknesses and vulnerabilities that erode consumer confidence and invite hackers.
Overcoming these concerns requires an informed position on the existing legal framework—
an imperfect understanding of the law is both excuse and explanation for some observed limits

to sharing.
Freedom of Information Act

Many private sector companies believe that proprietary ClIP-related information shared with
federal government entities may be disclosed to third parties under the Freedom of Information
Act (FOIA). Therefore, private sector companies have proposed amending FOIA to create a
new exemption that would protect critical infrastructure information from disclosure.

Opponents of such an exemption argue that the case law and agency interpretations
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demonstrate that the information—that is, information that is a trade secret or information that
is commercial or financial, obtained from a person, and privileged or confidential—already is
protected under the existing FOIA Exemption 4. Changing the FOIA, opponents argue, could
upset the existing FOIA framework and open up the possibility for new litigation. Albeit the
Homeland Security Act of 2002 did feature such an exemption, the fundamental issues remain.

A key problem is whether the federal government has the processes in place to protect
information that should be protected under existing FOIA rules from inappropriate or
accidental disclosure. The government may need to strengthen its formal controls on disclosure
of information under FOIA, disclose to the private sector what those controls entail, and
strengthen its programs to better educate federal agency employees (who respond to the FOIA

requests) about the types of information that cannot be released under existing law.
Antitrust Law

An additional concern of many in the private sector is that sharing ClIP-related data with
competitors could be viewed as a violation of the provisions of the Sherman Antitrust Act. As
a result, many in the private sector have called for a new antitrust exemption. Opponents argue
that a new exemption is not needed to protect firms from allegations of anticompetitive
behavior. They suggest that firms can obtain informal legal advice from antitrust experts or
formal advice from the Department of Justice—in the form of a business review letter—on
whether its proposed future conduct would be viewed as a violation of the antitrust laws. In
addition, an exemption would create a new body of law that would upset 30 years of case
history and lead to years of new litigation. Hence, the American Bar Association opposes new
antitrust exemptions. Like FOIA, the existing antitrust law does not prevent the private sector
from sharing critical infrastructure information. However, because official reviews of proposed
information sharing activities require time and money to obtain, the use of such reviews may
be a barrier to the types of ad hoc information sharing that are most likely to uncover well-
planned attacks on the infrastructure. Also, as with FOIA, there are persistent perception

problems related to what may be deemed permissible and what may be deemed illegal.
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LIABILITY

Experts observe that criminal law alone is not sufficient to deter hackers and prevent
cybercrime; civil liability is necessary to ensure proper disincentives are in place to deter
would-be cybercriminals. Ideally, civil liability allows a victim to recover losses from third
parties if such parties were negligent or engaged in intentional misconduct and if such
negligence or misconduct was the proximate cause of the loss. Because contract law does not
provide an adequate remedy for third parties that have no privacy of contract, many experts
have suggested the use of tort law as a model for computer-related cases. Proponents of tort
liability argue that companies that control the computer networks are in the best position to
implement appropriate security measures. If a company knows or has reason to know that its
computer network is being used to cause harm, and it has the capacity to stop such harm from
occurring, the company could be subject to liability if it does not take some corrective action.
The applicability of tort law and the potential for civil lawsuits and monetary damages could
encourage companies to invest in computer security measures. Debate continues in the private
sector on whether there is a legal duty on the part of the company to secure its critical

information infrastructure.™

THE WAY FORWARD

The law, which is mainly a tool for implementing policy, does not exist in a vacuum. The legal
framework for critical information infrastructure protection must be considered in the larger
context of the business, social, and technical environment. Phil Reitinger, former deputy chief
of the Computer Crime and Intellectual Property Section of the U.S. Department of Justice,
argues that critical information infrastructure requires a multidisciplinary response. First, he
suggests, we need technical solutions. Vendors must produce more secure products, and
systems and customers must demand and implement better security. Second, we need
management solutions. Companies must adopt and share best practices. The third approach
recommended by Mr. Reitinger is to develop public education efforts to help all users better
understand computer ethics (just as throwing a stone through a neighbor’s window is wrong,
so is breaking into someone else’s computer system). Reducing nuisance attacks will allow

government to focus resources on the greater threat. Finally, he proposes that we need
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knowledge solutions.* The private sector and law enforcement must gather and share
information about threats, vulnerabilities, and remedies. He argues, “[w]e have got to figure
out how we can spread the information and better secure systems while protecting privacy and
not increasing the threat.” The highly publicized distributed denial-of-service attacks and worm
incidents of 2000-2001 were seen as costly to victims, whose attention to Y2K had already
underscored dependence on the information infrastructure. Thefts of or damage to intellectual
property also have been growing for corporations.X Against this backdrop, the events of
September 11 heightened awareness and concern, and they spurred consideration of enhanced
communication and coordination at three levels—within enterprises, within and among
industries, and between industry and government—to respond to threats to infrastructure. A
lingering challenge is how to achieve a greater understanding of the problem and possible
solutions in smaller companies, particularly those that cannot afford an information technology
support staff. Small businesses often are not aware that they need better computer security than
what they have—if they have any at all. Frederick R. Chang, president and CEO of SBC
Technology Resources, Inc., argues that the convergence of the voice and data networks
compounds the problem and suggests possible solutions. The new awareness extends to an
understanding that the practices that have helped companies to thrive, meticulously towards
the betterment of the society. Plausible solutions have brought about significant development
in awareness, R&D, technological advancement, and incredible realms of Artificial

Intelligence.

CONCLUSION

Albeit the necessity of CIIP is practically acknowledged, many countries have not yet
established a dedicated organizational unit. Hitherto, responsibility is scattered across
organization within the government’s nomenclature. Hitherto, several private entities are
involved. Since all of these entities are trying to shape the topic according to their interests,
there is a danger of fragmentation. In order to counteract this danger, some countries have
established sophisticated CIIP organizations. Unfortunately, these concepts may be less
applicable to other countries, as they are often associated with high costs. This generic

framework has thus sought to offer building blocks for a national CIIP unit that is able to
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achieve the demanding tasks of CIIP, without consuming too many resources. The following
features are key elements of such a unit:

* With regard to the range of potential tasks, the CIIP unit should clearly define its
responsibility. Its essential tasks are prevention and early warning, detection, reaction, and
crisis management.

* The CIIP unit must cooperate with all relevant stakeholders of CIIP. It should be designed as
a partnership involving a well-established government agency, a team of analysts from the
intelligence services (Situation Center) and a center of technical expertise (CERT).

e The CIIP unit must be nationally and internationally connected. All partners should
contribute their networks to the partnership. The CIIP unit can only act effectively with the
help of various partners."

* The establishment of Public-Private Partnerships with the operators of Cll, based on strong
mutual trust, is essential for the success of the CIIP unit. In order to reduce vulnerabilities,
information and experiences need to be shared. However, information-sharing in the area of
information security is very sensitive for private firms. Thus, clear and strict rules of conduct
(e.g., concerning the classification and circulation of information) is a vital for the success of
any Public-Private Partnership.

* The CIIP unit should also address SMEs and private users, but cannot be responsible for the

general information security of the country.
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(REPORTING AND ANALYSIS CENTER FOR INFORMATION ASSURANCE)
NBS: NATIONAL BUREAU OF STATISTICS OF THE UNITED ARAB EMIRATES
OCB OPEN CUSTOMER BASE

PCCIP PRESIDENTIAL COMMISSION ON CRITICAL INFRASTRUCTURE
PROTECTION

PPP PUBLIC-PRIVATE PARTNERSHIP

PL: PERL SOURCE CODE FILE

SME SMALL AND MEDIUM-SIZED ENTERPRISE

SH: UNIX SHELL SCRIPT

TRA: TELECOMMUNICATION REGULATORY AUTHORITY
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TXT: TEXT FILE

WARP WARNING ADVICE AND REPORTING POINT

ZIP: COMPRESSED FILE ARCHIVE CREATED BY PKZIPENISA EUROPEAN
NETWORK AND INFORMATION SECURITY AGENCY
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